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Abstract. Flood hazard and risk assessments (FHRAs) and
their underlying models form the basis of decisions regard-
ing flood mitigation and climate adaptation measures and
are thus imperative for safeguarding communities against the
devastating consequences of flood events. In this perspective
paper, we discuss how FHRAs should be validated to be fit
for purpose in order to optimally support decision-making.
We argue that current validation approaches focus on tech-
nical issues, with insufficient consideration of the context
in which decisions are made. To address this issue, we pro-
pose a novel validation framework for FHRAs, structured in
a three-level hierarchy: process based, outcome based, and
impact based. Our framework adds crucial dimensions to cur-
rent validation approaches, such as the need to understand the
possible impacts on society when the assessment has large
errors. It further emphasizes the essential role of stakeholder
participation, objectivity, and verifiability in assessing flood
hazard and risk. Using the example of flood emergency man-
agement, we discuss how the proposed framework can be
implemented. Although we have developed the framework
for flooding, our ideas are also applicable to assessing risk
caused by other types of natural hazards.

1 Too little attention is given to the validation of flood
hazard and risk assessments

Flood hazard and risk assessments (FHRAs) play a pivotal
role in flood design and mitigation (Sayers et al., 2016). They
provide the foundation for informed decision-making regard-
ing flood risk management. Decisions ranging from the de-
sign of flood protection infrastructure to spatial planning,
development of flood insurance schemes, and emergency
management and reconstruction after disastrous events rely
on the information derived from FHRAs (Penning-Rowsell,
2015; Franco et al., 2020; Ferguson et al., 2023). The con-
sequences of a flawed FHRA can be dire. These include but
are not limited to catastrophic economic losses, inadequate
evacuation plans, erosion of public trust in governmental au-
thorities, and inadequate flood control designs. Ensuring the
usability and credibility of FHRAs is thus of paramount im-
portance, particularly against the background of expected in-
creases in flood risk (Merz et al., 2021; Wing et al., 2022).

At its core, FHRAs entail estimating flood hazard and risk
and the effects of possible risk reduction measures through
a structured way of thinking that involves the development
of a model-based representation of a flood-prone area. In
this paper, we follow the widespread definition of risk as the
probability of adverse consequences (Merz, 2017). Risk is
composed of hazard (the physical flood processes that may
cause adverse impacts), exposure (people, assets, infrastruc-
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ture, etc., present in hazard zones that are subject to po-
tential losses), and vulnerability (characteristics of the ex-
posed elements that make them susceptible to the damag-
ing effects of a flood). There is a wide spectrum of FHRAs
in terms of (1) the decision-making context, e.g. flood zone
mapping, design of flood protection, or estimating insurance
premiums; (2) flood types, e.g. river flooding, pluvial urban
flooding, or flooding from dam failure; (3) impact, e.g. af-
fected population, direct economic damage, and interruption
of services; (4) spatial and temporal scales, e.g. local, short-
term assessments or global projections of future risk; and
(5) depth of detail and available resources for developing an
FHRA (de Moel et al., 2015; Sieg et al., 2023). Here, we dis-
cuss challenges related to the validation of FHRAs and pro-
pose a validation framework. We include all types of mod-
els for FHRAs: data-based statistical models, process sim-
ulations, event-based and continuous approaches, and mod-
els on scales from local to global. We consider assessments
that provide complete risk estimates, such as assessments de-
lineating failure scenarios and potential damage that result
from flood events, quantifying the probability of their oc-
currence, and estimating the associated consequences (Merz,
2017). But we also include assessments that are limited to
hazard quantification. Examples of FHRAs include urban in-
undation simulations using coupled models of catchment hy-
drology, river inundation and urban drainage systems for sce-
narios of certain return periods (Jiang and Yu, 2022), large-
scale assessments of current and future flood hazard utilizing
a combination of statistical and simulation tools (Bates et al.,
2021), and process-based model chains that estimate the an-
nual expected loss and other risk metrics on a national scale
(Sairam et al., 2021).

The conventional understanding of model validation
prevalent not only in hydrology and water resource manage-
ment, but also in the broader field of environmental mod-
elling entails evaluating the alignment between a model and
observed reality, such as streamflow observations (Biondi
et al., 2012; Eker et al., 2018). Since the primary objective of
an FHRA centres on facilitating decision-making processes,
and because flood risk is not an observable phenomenon, we
shift our emphasis from assessing the accuracy of a model
vis-à-vis real-world observations to evaluating its ability to
achieve its intended purpose. In essence, the evaluation of an
FHRA model’s validity is determined by its fitness for its in-
tended purpose, reframing the criteria for assessment from
correspondence to reality to alignment with decision-making
needs. We thus define validation as “a process of evaluating
a model’s performance and suitability for its intended use”
(Eker et al., 2018). While the term “validation” has been criti-
cized for potentially implying that a model can be established
as true and for encouraging modellers to claim positive re-
sults (Oreskes et al., 1994; Wagener et al., 2022), we use the
term validation because it is the preferred term for evaluating
models in hydrology and water resource management. This
understanding of validation embraces the notion of quality

assurance defined as “the part of quality management fo-
cused on providing confidence that quality requirements will
be fulfilled” (International Organization for Standardization,
2024). Quality assurance is well established in areas such
as industrial production. A quintessential objective of qual-
ity assurance is to attain a state of fit for purpose, wherein
the product – the FHRA in our context – aligns with its in-
tended application. Central to this notion is recognition that
the end-user context plays a pivotal role. Quality assurance
is, however, not limited to the evaluation of the end product
but also comprises the underlying processes. A key assump-
tion is a strong relation between the quality of the underlying
processes and the quality of the product.

Our focus on a fit-for-purpose approach follows earlier ar-
guments. For instance, Lathrop and Ezell (2016) argue that,
when discussing risk assessment for weapons of mass de-
struction, risk assessment is not a “risk meter”, i.e. a device
to measure risk. Instead, it constitutes a process of “reducing
a large amount of information about a complex and uncer-
tain situation into summary renditions targeted to support-
ing decisions”. Sayers et al. (2016) argue similarly regard-
ing the validation of flood risk assessments, stating that it
should be regarded as “the process of structured reasoning
about the level of confidence needed to support a particu-
lar decision and the credibility of the assessment of risk in
that context”. Outside the risk analysis literature, others have
also argued for a broader approach to model validation than
simply comparing simulation results with observations. For
example, Eker et al. (2018) and Wagener et al. (2022) argue
for more integrated approaches that also assess the concep-
tual and methodological validity, and Saltelli and Funtow-
icz (2014) propose sensitivity auditing, based on a seven-
point checklist, to increase the credibility of a model. While
most assessments attempt to validate flood hazard models (to
some extent), validation of risk models has received little at-
tention. Molinari et al. (2019) review the state-of-the-art of
flood risk model validation based on two workshops with
more than 50 experts. They conclude that “very few studies
pay specific attention to the validation of flood risk estimates
. . . Validation is perhaps the least practised activity in cur-
rent flood risk research and flood risk assessment” (Molinari
et al., 2019). This observation resonates with that of Goer-
landt et al. (2017), who review validation in the more general
field of quantitative risk analysis. They summarize results of
several benchmark studies in which various teams quantified
the risk of a particular technical facility. In all studies, the
teams produced widely varying numeric risk estimates, up
to several orders of magnitude. Goerlandt et al. (2017) con-
clude that little attention has been paid to the validation of
quantitative risk analyses.

This limited attention to FHRA validation is worrisome
because disaster risk reduction and climate adaptation should
be based on the best available information. Despite the short-
comings and (often substantial) uncertainty in FHRAs, they
are extremely useful. The understanding gained through thor-
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ough risk analyses, awareness of the various ways a system
might fail, and insights into the effectiveness of risk reduc-
tion measures constitute an enormous benefit to risk man-
agement. Against this background, this perspective discusses
the challenges of validating FHRAs (Sect. 2), reviews what
the science of model validation can offer (Sect. 3), and pro-
poses a validation framework for FHRAs (Sect. 4). To illus-
trate how our framework aids in flood risk management, we
provide an example from an important application – emer-
gency flood management – in Sect. 5. Our discussion will
also be helpful in developing hazard and risk assessments
for other natural hazards, since at present there is a general
lack of attention to validation and quality assurance in risk
research and safety science (Sadeghi and Goerlandt, 2021).

2 Challenges when validating FHRAs

2.1 FHRA validation as a messy problem

A wide range of challenges hampers the validation of FHRA.
One fundamental problem is that flood risk, i.e. the proba-
bility distribution of damage, is not directly or fully observ-
able. Extreme events that lead to damage are rare, and the
relevant events may even be unrepeatable, such as the failure
of a dam (Hall and Anderson, 2002). The rarity of extreme
events results in a situation characterized by both limited data
availability and increased data uncertainty. This uncertainty
relates to data against which the flood model can be com-
pared. For instance, streamflow gauges often fail during large
floods, and losses are not systematically documented, and re-
ported losses are highly uncertain. In addition, input data are
often insufficient for developing a viable flood model. For
example, levee failures depend on highly heterogeneous soil
properties, and levee internal characteristics are typically un-
known. Thus, Molinari et al. (2019) conclude that “a paucity
of observational data is the main constraint to model vali-
dation, so that reliability of flood risk models can hardly be
assessed”.

FHRA models and their sub-models can typically only be
compared to rather frequent, observed events, and these mod-
els are then used to extrapolate to the range of extremes. This
procedure raises a fundamental question: are extreme floods
the larger versions of more frequent floods? In many cases,
the answer is no because the mechanisms that lead to ex-
treme floods differ fundamentally from those that lead to fre-
quently occurring, smaller floods (Merz et al., 2021, 2022).
Thus, even a well-calibrated model cannot be relied upon to
predict or manage extreme events (Sayers et al., 2016). This
extrapolation question relates to the completeness issue. Haz-
ard and risk analyses should encompass all relevant scenar-
ios that lead to damage (Kaplan and Garrick, 1981). But we
may not be aware of all possible damage scenarios or fail-
ure modes, making an assessment limited to risks associated
with the scenarios it lists and the processes it includes. Com-

pleteness thus constitutes a fundamental challenge for hazard
and risk assessments (Lathrop and Ezell, 2016).

Another challenge concerns the complexity and non-
stationarity of flood risk systems. These systems are affected
by the complex interactions between human activity and nat-
ural processes at varying spatial scales and timescales so
that a system’s behaviour can be hard to understand, quan-
tify, and predict. Challenging examples include upstream–
downstream interactions (Vorogushyn et al., 2018), human–
water feedbacks such as the levee effect (Barendrecht et al.,
2017), and human behaviour affecting exposure and vulnera-
bility (Aerts et al., 2018). The entire risk system may evolve
over time, adding another issue for validation of FHRAs. A
prominent example is the challenge of assessing the credibil-
ity of models that estimate flooding under climate change. A
less obvious example is that risk can decrease rapidly follow-
ing a disastrous flood, as people and institutions learn from
the event and implement precautionary measures or retreat
from hazardous zones (Bubeck et al., 2012; Kreibich et al.,
2017).

Given these challenges, FHRAs are often strongly based
on assumptions, expert judgement, and best guesses. FHRAs
may thus be particularly prone to cognitive biases (biases
in intuitive judgement) (Kahneman, 2011). Such biases may
lead to overly optimistic estimates that neglect dramatic con-
sequences or that lead to overconfidence, especially when as-
sessors are unaware of the discrepancy between their percep-
tions and the actual risks (discussed in Merz et al., 2015).

2.2 FHRA decision contexts as complex landscape

FHRAs are needed for a wide range of decision-making con-
texts, but even specific situations involve multiple stakehold-
ers with varying responsibilities and divergent perspectives.
Stakeholders generally fall into three groups: risk analysts
and modellers, decision-makers, and people affected by the
decisions. Risk analysts focus mainly on the scientific re-
liability of their FHRA, ensuring that it is based on state-
of-the-art assessment methods: are the right data used, and
are all important processes included in the model? Decision-
makers are principally concerned with the usefulness of the
FHRA and whether the model’s conclusions seem relevant
to the system under consideration: do the assessors and the
public possess sufficient confidence in the FHRA to imple-
ment the decision? People affected by the decision are often
particularly interested in their personal benefits and costs: are
my concerns considered, and are the costs and benefits fairly
distributed? Finally, it should be noted that these three groups
are rarely homogeneous; for instance, decisions may involve
authorities from a variety of sectors with competing interests.

Decision-makers and affected individuals must trust risk
analysts and their modelling in order to take action based on
the FHRA (Harper et al., 2021). Because they lack the exper-
tise to assess the scientific validity of an FHRA, their trust
in the results may depend less on scientific validity than on
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Table 1. Commonly used model validation approaches (based on Sargent, 2011; Harper et al., 2021).

Approach Description

Data validation Ensuring the adequacy and correctness of data used for model building and evaluation, as well as conducting
model experiments.

Historical data
validation

Comparing model results versus observed data and quantifying whether the model performance is within
prescribed limits.

Predictive validation Using the model to predict the system’s behaviour and comparing the system’s behaviour and the model’s
predictions to assess whether model performance is within prescribed limits.

Conceptual model
validation

Determining that the theories and assumptions underlying the model are correct and that the model’s rep-
resentation of the problem and the model’s structure, logic, and mathematical and causal relationships are
reasonable for the intended purpose.

Sensitivity analysis Changing the values of input and internal parameters and/or the model structure to determine the effects on
the model’s response. Identical relations should occur in both the model world and the real system. Highly
sensitive parameters and model structure components should be made sufficiently accurate prior to using the
model.

Uncertainty analysis Providing uncertainty bounds for model results. Uncertainty can result from aleatory and epistemic uncer-
tainty in model input or in model parameters and structure. Assessing whether the uncertainty bounds are
sufficiently narrow for the intended purpose. Using knowledge gained from uncertainty analysis to improve
models, e.g. including additional data for the most sensitive parameters in order to reduce uncertainty.

Benchmarking Comparing model results to the results of other (independent) models to assess whether the model agrees
sufficiently well with alternative models.

Face validation Examination of model results by independent experts. Asking domain experts whether the model, its be-
haviour, and results are reasonable for the intended purpose.

factors such as interpersonal relationships or the reputation
of the risk analysts. Prior experiences with the analysts also
play a role, since trust is self-reinforcing: trust breeds trust
and distrust breeds distrust (Harper et al., 2021). As trust
constitutes the outcome of a process in which a trusted re-
lationship gradually evolves (Blomqvist, 1997), validation of
FHRAs should be designed in a way that fosters trust. Lack
of transparency undermines trust. For instance, in the last
decade many (re)insurance companies have begun develop-
ing in-house risk models because commercial models tended
to function as black boxes in which the underlying model
assumptions and uncertainties were not transparent (Franco
et al., 2020).

3 What the science of model validation can offer

3.1 Model validation in general

Model validation is relevant in many applications; Table 1
summarizes commonly utilized approaches. Several reviews
of model validation have been published in the context of
models in Earth sciences (Oreskes et al., 1994), hydrologi-
cal modelling (Klemeš, 1986; Biondi et al., 2012), ecological
modelling (Aumann, 2007), models supporting environmen-
tal regulatory purposes (Holmes et al., 2009), computational
models in biology (Patterson and Whelan, 2017), and terror-

ism risk models (Lathrop and Ezell, 2016). Some consen-
sus emerges from this literature. Firstly, validation can estab-
lish legitimacy but not truth. Truth is unattainable because
(geoscientific, economic, biological) systems are open, and
input data are incompletely known (Oreskes et al., 1994).
Models offer scientific hypotheses that cannot be verified but
can be confirmed, for instance by laboratory or in situ tests.
Secondly, these authors agree that model validation must be
carried out with a clear understanding of the purpose of the
model. Finally, validation is a matter of degree, a value judge-
ment within a particular decision-making context. Validation
therefore includes subjective choices (Holmes et al., 2009;
Collier and Lambert, 2019).

3.2 Model validation in FHRAs

Using Table 1 as a guide, we provide a brief overview of ap-
proaches typically employed when validating FHRAs. Our
overview complements the review by Molinari et al. (2019),
which discusses the validation with respect to various com-
ponents of flood risk. They conclude that some components
of flood risk models are better validated than others. For hy-
drological and hydraulic models and flood frequency anal-
ysis, validation is often performed using observed stream-
flow data, water level data, and inundation data. Significantly
less validation exists for model components whose data are
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scarce and whose mechanisms are difficult to quantify, such
as flood defences. As Molinari et al. (2019) state, “histori-
cal data on flood defence failures are not enough for fully
characterizing all potential failure mechanisms and the corre-
sponding initiation and progression that lead to flood defence
failure”. Another area with insufficient validation is the mod-
elling of damage, especially in relation to indirect and intan-
gible damage.

Data validation – ensuring that the data used in the risk
analysis are appropriate and correct – is rarely discussed in
an FHRA. One exception is the qualitative assessment of
data uncertainties for the National Flood Risk Assessment
(NaFRA) for England and Wales by Sayers et al. (2016).
Data are generally treated as if they involve no uncertainty,
even though they may contain significant errors and uncer-
tainties. A recent example is provided by Sieg et al. (2023),
who compare the asset values of businesses and residential
buildings exposed to the 100-year flood areas in Germany
using data from OpenStreetMap (OSM) and from land use
based on the Basic European Asset Map (BEAM). The ex-
posed business assets derived from BEAM are significantly
higher. For Germany, the net asset values exposed to the 100-
year flood areas using BEAM data are EUR 366 billion for
businesses and EUR 191 billion for residential areas. The
OSM data show exposed values of EUR 92 billion for busi-
nesses and EUR 176 billion for residential properties. The
BEAM exposed values are thus 4.0 and 1.1 times higher than
the OSM values. Such differences in exposure lead to corre-
sponding differences in damage and risk estimates.

Historical data validation – testing how well the model
compares with historical data – is the most common valida-
tion approach in FHRA and is typically used for hydrolog-
ical models, hydraulic models, flood frequency models, and
sometimes also damage models (Schröter et al., 2014; Wage-
naar et al., 2018). An obvious problem with this approach is
that data are only available for a limited range of scenarios
and return periods so that the majority of the results fall into
the extrapolation range. One of the rare comparisons of mod-
elled risk, using expected annual damage (EAD) as a proxy
for observed risk, is based on integrating 20 years of insured
losses in the UK (Penning-Rowsell, 2021). The underlying
assumption is that the observed EAD integrates a sufficient
share of total risk. This comparison finds that modelled flood
risk at the national scale is between 2.1 and 9.1 times the
corresponding flood loss measured in terms of the insurance
compensation paid. In contrast, Bates et al. (2023) find very
good agreement (difference of 2 %) between the simulated
EAD for 2020 for the UK and the observed value reported
by the Association of British Insurers. Sairam et al. (2021)
compare the simulated damage for large-scale flood events
in Germany between 1990 and 2003 with reported damage;
for four out of the five events, the uncertainty bounds encom-
pass the reported damage. The damage of the event in 2002
is substantially underestimated by the model, which can be
explained by the more than 100 dike breaches not considered

in the model. Little data exist to aid in assessing processes
such as dam or levee breaches or the behaviour of humans
in flood situations. Sometimes, deficits in individual model
components are compensated for by adjusting other model
components where data are scarce, for instance, by adjusting
vulnerability functions so that damage estimates agree with
reported values (Déroche, 2023).

The ideal model-building process utilizes an initial model
to make testable predictions and then takes measurements to
test and improve these predictions (Ewing et al., 1999). This
predictive validation approach appeals because the mod-
eller is unaware of the measurements at the time of the
model experiment and is therefore not subject to hindsight
bias. Nonetheless, predictive validation requires that relevant
events occur while the risk assessment is performed, a con-
dition rarely met in an FHRA. However, one could with-
hold some observations and compare varying assumptions
or models with the withheld observations (Holländer et al.,
2009). In that way, the modeller operates in a situation sim-
ilar to that of predictive validation, and the validation pro-
cess would improve on the typical situation in which more
effort is spent on the refined estimation of model parameters
than on a thorough understanding of the mechanisms (Hölzel
et al., 2011).

The aim of conceptual model validation is to ensure that
the right outputs are produced for the right reasons (Biondi
et al., 2012). A conceptual model represents an abstraction
from the real-world system under study. Developing a con-
ceptual model requires identifying what to include in the
model and what to omit and choosing the appropriate level
of simplification. The basis for selecting a particular concep-
tual model is that it represents mechanisms and features of
the real system that are considered essential and is consis-
tent with observations and general principles. Criteria, such
as computational simplicity or familiarity with the model,
should not play a role (Ewing et al., 1999). However, de-
ciding how to perform a conceptual model validation is more
difficult in practice (Biondi et al., 2012). Conceptual model
validation is rarely mentioned in FHRAs. Sayers et al. (2016)
propose mapping out important real-world processes and
model-world processes to ensure crucial processes are nei-
ther ignored nor misrepresented. For the national FHRA for
England and Wales, they list model simplifications and dis-
cuss how these might affect results.

Sensitivity and uncertainty analyses have received
widespread attention in flood hazard studies (Savage et al.,
2016; Beven et al., 2018; Hu et al., 2020; Xing et al., 2021)
and flood risk studies (Tate et al., 2015; Bermúdez and Zis-
chg, 2018; Rözer et al., 2019; Sairam et al., 2021). For exam-
ple, Merz and Thieken (2009) implement uncertainty anal-
ysis to ascertain dominant sources of uncertainty and how
these change with return periods. Similarly, research in the
UK has revealed that uncertainty in fragility curves – data
that represent the probability of flood defence failure – may
impact the basic estimate of risk (here, expected annual dam-
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Table 2. Proposed framework for the validation of FHRAs.

Criterion Description

Level 1: Procedure based

Participation Relevant stakeholders are involved, agree on the decision-relevant aspects to be analysed, and express
their concerns and perspectives.

Objectivity The FHRA is unbiased by personal views and agreeable to most peers.
Verifiability The FHRA is transparent and reproducible. Peers and users can understand the FHRA’s conceptual

basis, assumptions, and uncertainties.

Level 2: Outcome based

Accuracy Differences between model results and real-world data are given.
Precision Uncertainty bounds of model results are provided.
Gross error potential (GEP) Potential for major errors that could lead to wrong risk estimates is considered.

Level 3: Impact based

Consequentiality Consequences of errors, gaps, and uncertainties in the FHRA for the decision are considered.

age) by a factor of between 0.5 and 2 (EA, 2002). An ad-
vantage of sensitivity and uncertainty analyses is that they
offer a range of established methods and tools (Beven and
Hall, 2014; Pianosi et al., 2016; Page et al., 2023) that can be
applied without observational data. Still, this approach en-
counters problems. Sensitivity and uncertainty analyses only
examine sensitivities and uncertainties within the conceptual
model chosen and are blind to omitted concepts and pro-
cesses. As Ewing et al. (1999) state, “Solving the wrong
equations (i.e. using a flawed or erroneous conceptual model)
many times based on a wide range of parameter values will
not necessarily yield a meaningful probabilistic distribution
of outcomes”. There are proposals to take a broader view of
sensitivity analysis in model evaluation that go beyond mod-
elled input–output relationships (response surfaces). For ex-
ample, Wagener et al. (2022) argue that (global) sensitivity
analysis can provide transparency of model behaviour and
increase stakeholder confidence in model results, particularly
in data-poor situations, by addressing a range of questions
such as are the modelled dominant process controls consis-
tent with our perception of the system?

Benchmarking – comparing the model with alternative
models (or alternative model components) – occurs rarely in
the field of FHRAs. Existing benchmarking studies tend to
focus on methodological issues to understand which meth-
ods perform well for a given (benchmark) dataset (e.g. Mat-
gen et al., 2011, for benchmarking methods for delineat-
ing flooded areas from synthetic aperture radar (SAR) data).
Other studies, e.g. Bates et al. (2023), focus on benchmark-
ing the resulting risk metrics, in this case EAD from flooding
in the UK, between different approaches without a detailed
comparison of the models. The enormous effort that is often
required to implement flood models and to harmonize them
in order to allow for comparison explains the lack of bench-
marking in FHRA. Including several independent models is

an effort considered prohibitively expensive for most appli-
cations. Such efforts are more easily justified on large spatial
scales. For instance, Trigg et al. (2016) compared the results
of six global flood models for Africa.

Face validation – consulting independent experts to judge
the credibility of an FHRA – is rarely done, at least within
a systematic expert consultation process. Lamb et al. (2017)
relied on expert elicitation workshops to estimate the vulner-
ability of bridges to scour during flooding. However, their
purpose was not to validate an FHRA but to obtain risk esti-
mates in a situation where models were unavailable.

This overview demonstrates that validation approaches
have been used to varying degrees in FHRAs. The most com-
mon strategies are historical data validation – albeit mostly
for the hazard component of flood models – and sensitivity
and uncertainty analysis. Others are rarely used or unreported
in the scientific literature.

4 Matching validation with the decision-making
context

Models are representations of the real world used to under-
stand the system under study and to reveal its behaviour in
situations that provide little or no observational data. Flood
models have an additional dimension the moment they are in-
tended to inform decision-making. For example, the costs of
optimism differ from those of pessimism (Beguería, 2006).
False negatives (the model does not simulate a flood in a sit-
uation when a flood does occur) are worse than false positives
(the model simulates a flood where a flood does not occur).
In the latter case, the consequences may involve lower cost–
benefit ratios than assumed or, in the extreme case, the use-
lessness of mitigation measures. False negatives, on the other
hand, may lead to the destruction of buildings and infrastruc-
ture and even loss of life. The appropriate level of optimism
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depends on the specific decision-making context. Embedding
the validation of an FHRA in a specific decision-making con-
text requires that stakeholders’ perceptions and concerns are
considered and that conflicts can be resolved (IRGC, 2017).

4.1 Novel framework for a decision-sensitive validation
of FHRAs

The literature concerning the validation of FHRAs focuses
on methodological issues rather than on comprehensively
considering the specific decision-making context. We pro-
pose a novel framework that enhances current validation ap-
proaches by addressing both challenges outlined in Sect. 2:
the messiness of FHRA validation and the complex decision-
making contexts of FHRAs. Similar to Carr et al. (2012),
who develop a three-level scheme to evaluate the participa-
tion in water resource management, our framework consists
of three levels (Table 2). Level 1 (procedure based) ensures
that the design and organization of the FHRA are transpar-
ent, documented, and well embedded in the specific decision-
making context. Level 2 (outcome based) provides informa-
tion regarding the level of confidence in the outcome of the
FHRA. Level 3 (impact based) considers how harmful the
decision could be if the FHRA were inaccurate. These seven
criteria are discussed in greater detail below.

The participation of all relevant stakeholders in an FHRA
is essential because they offer indispensable local and/or re-
gional knowledge and insights, and their competing concerns
and perspectives contribute to the quality of an FHRA and the
resulting management decisions (Bähler et al., 2001; IRGC,
2017). Because FHRAs involve ethical judgements – for ex-
ample in determining which types of damages to include (or
omit) in the assessment (Fischhoff, 2015) – involving stake-
holders in a two-way communication process increases the
effectiveness and fairness of an FHRA and the likeliness of
stakeholders accepting the decisions made by governmental
agencies (IRGC, 2017). Participation can address the erosion
of credibility likely to occur in situations with highly un-
certain information (Doyle et al., 2019). Broad participation
also aids in determining the appropriate level of detail of the
FHRA. Because increasing the level of detail (e.g. in terms
of processes involved, increased resolution, and uncertainties
considered) rapidly increases effort and cost, the level of de-
tail should be tailored to the decision-making context.

Designing and performing an FHRA involves scientific
judgements, which can substantially influence the results and
risk reduction decisions (Sieg et al., 2023). Therefore, the
criterion objectivity aims to lead to an FHRA that is accept-
able to most parties and largely unbiased by personal views,
although no FHRA can be completely objective (Viceconti,
2011).

FHRAs should be documented and presented in a way that
allows both decision-makers and affected people to under-
stand their conceptual basis, underlying assumptions, and un-
certainties (Viceconti, 2011). FHRAs should be transparent

and reproducible. Verifiability is an essential basis for achiev-
ing participation and objectivity.

FHRAs should clearly quantify and present their accu-
racy – the differences between model results and observa-
tions for as wide a range of data as possible. As the final
result (e.g. the 100-year flood map or the risk curve) is dif-
ficult to validate due to its probabilistic nature and the rar-
ity of extreme events, all sub-models should be compared
to observed data whenever possible. Validating each compo-
nent of the flood model reduces erroneous risk statements
and error compensation, i.e. adjusting the parameters of one
model component to compensate for deficits in others (Au-
mann, 2007).

Each FHRA should quantify its precision by providing a
statement regarding uncertainty because uncertainty is a key
factor in the decision-making process (Downton et al., 2005;
Doyle et al., 2019). Palmer (2000) demonstrates that proba-
bilistic forecasts of weather and climate have greater poten-
tial economic value than single deterministic forecasts trou-
bled by an indeterminate degree of accuracy.

The gross error potential (GEP) is defined as the poten-
tial for a major or fundamental mistake in an FHRA that
may lead to (very) wrong risk estimates (Thoft-Cristensen
and Baker, 2012; Sayers et al., 2016). Examples of GEPs in-
clude unrecognized yet significant failure modes or impor-
tant interactions between processes or components that have
not been considered. GEP relates to the criteria accuracy and
precision but takes a wider perspective. The former two are
quantitative and linked to the selected assumptions and mod-
els. For instance, precision is often quantified by an uncer-
tainty interval resulting from a range of plausible parameters.
In contrast, GEP is a more general (and often qualitative) re-
flection on errors that could occur if the selected assump-
tions and models were wrong. For example, we might not
be able to include the mobilization, transport, and deposition
of sediments, debris, and deadwood in a flood model, but it
might still be important to reflect on whether this simplifica-
tion might lead to a large error in our model results.

Consequentiality relates to the harm that could follow
from errors and uncertainties in the FHRA: what might
the consequences be if the FHRA is wrong or affected by
great uncertainty? The FHRA must be evaluated according to
the harmful consequences of its (known or potential) errors
from the decision-makers’ perspectives. Ben-Haim (2012,
p. 1644) calls this the “model robustness question”. For in-
stance, what would the consequences be if the model was off
by 1 order of magnitude?

4.2 How to apply our framework in FHRAs

In order to animate our framework, we discuss the elements
of validation that contribute to the seven criteria of Table 2.
We take these elements from model validation literature
and include insights from the literature on risk governance,
decision-making, and stakeholder participation. Figure 1 vi-
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Figure 1. Validation elements (left) and their assignment to the criteria (right) of the decision-sensitive framework for the validation of
FHRAs.

sualizes how the various elements affect the criteria of our
framework.

Define stakeholders and their perspectives. Stakeholders
(affected people, decision-makers, risk modellers) and their
perspectives must be identified (IRGC, 2017). What are their
views and concerns regarding risk and possible risk reduc-
tion measures? Decision-makers should understand how the
FHRA’s design in terms of scope, scale, and temporal hori-
zon affects various risk takers. For example, might conflicts
arise due to the unequal distribution of risks and benefits?

Organize two-way communication. A structured procedure
for communication among risk analysts, decision-makers,
and affected people should be organized (Patt, 2009; Dietz,
2013; IRGC, 2017). This includes the internal communica-
tion process between risk analysts and decision-makers, as
well as external communication with the public, especially
flood-prone citizens (IRGC, 2017). Effective communication
plays a pivotal role in establishing trust in risk management
(IRGC, 2017). Research shows the importance of respectful
relationships where stakeholders are involved in defining and
interpreting the analyses (Fischhoff, 2015).

State the purpose of an FHRA and the required output.
Each FHRA should be accompanied by a clearly formu-
lated “intended-use statement” (Elele, 2009) and a descrip-
tion of its results, such as the types of damage and risk met-
rics included or the level of confidence required. This state-

ment should ensure that all decision-relevant issues are ade-
quately addressed (Sayers et al., 2016). For example, a re-
gional FHRA that explores large-scale climate adaptation
will have very different requirements from a local assessment
undertaken in order to design flood protection for an industry
that may release hazardous substances if flooded.

Validate conceptional model. Careful analysis of the pro-
cesses and relationships that contribute to flood risk and how
they are represented in the FHRA helps ensure that impor-
tant processes and relationships are not ignored or misrep-
resented (Sayers et al., 2016). This discussion should in-
clude justification for the chosen system boundaries, since
those of modelled systems are typically much narrower than
in reality. Some examples of processes often excluded from
FHRAs but which can have a significant impact on flood risk
include contamination of floodwater (Thieken et al., 2005),
compound events such as the combined effects of river floods
and coastal surges (Zscheischler et al., 2020), or upstream–
downstream interactions along rivers (Farrag et al., 2022).

Define how uncertainties are communicated. Uncertain-
ties embedded in an FHRA can be large, and uncertainty
statements are often difficult for stakeholders to understand.
Since disclosure of uncertainties does not always increase
trust and credibility in risk analyses (Doyle et al., 2019), in-
formation about them should be tailored to the specific au-
dience and consider their perspectives, technical knowledge,
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and concerns (Loucks, 2002; Faulkner et al., 2007; Beven
et al., 2018).

Validate the data used. FHRAs should include data valida-
tion because it is essential to the creation of accurate models.
This includes all types of data: observational data, simulated
data, literature data, or data based on expert judgement. Fun-
damental data gaps and strategies for compensating for them
should be identified and justified.

Identify knowledge gaps and document model limitations.
Knowledge gaps, simplifying assumptions, and model limi-
tations should be discussed with the same level of detail as
model strengths (Biondi et al., 2012). This discussion should
include cases in which the model does not obtain satisfactory
results and possible reasons for such results. Discussion of
fundamental knowledge gaps, how these are addressed, and
whether they may lead to large errors should be part of an
FHRA.

Apply alternative models and/or assumptions. Alternative
hypotheses regarding the conceptual or mathematical models
chosen and the reasons why other alternatives were not se-
lected should be discussed (Biondi et al., 2012). If resources
allow, multiple alternative models should be generated, as de-
scribed in Thomas Chrowder Chamberlin’s “method of mul-
tiple working hypotheses” (Chamberlin, 1980).

Mitigate cognitive biases. Flood risk systems have charac-
teristics that can easily lead to cognitive biases (Merz et al.,
2015). The literature on cognitive biases (Kahneman, 2011)
and “high-reliability organizations” (organizations that oper-
ate in high-risk domains without serious accidents or catas-
trophic failures, such as the aviation industry; see Weick
et al., 1999) offers strategies to mitigate cognitive biases. Al-
though these biases cannot be eliminated completely, aware-
ness of and efforts to address them help to reduce biases in
an FHRA.

Specify range for which model is validated and credible.
No model remains credible for all possible situations (Vice-
conti, 2011). It is therefore important to state the range for
which the model is credible, i.e. for which we assume that
the model provides information on the real-world system be-
haviour that is sufficient for the decision context at hand. To
this end, the range of return periods, failure mechanisms, etc.,
for which data exist should be specified, as should cases for
which observations are unavailable. One should also try to
answer the extrapolation question – whether extreme events
are the large-scale version of frequent events. Might varying
processes dominate, or might particular processes change be-
haviour between the observational and the extrapolation do-
mains?

Perform external review. In areas such as the aerospace in-
dustry, formal external reviews for simulation models have
been developed through a certification process (Kaizer et al.,
2015), and maturity assessment frameworks have been de-
veloped to assess whether a simulation should be trusted for
its intended purpose (NRC, 2007). Formal external reviews
help to achieve objectivity and detect errors.

Document conceptual model including scientific and eth-
ical judgements. To promote understanding and acceptance
of an FHRA, its conceptual model and the scientific and eth-
ical judgements made in designing and conducting the analy-
ses must be documented, disclosed, and justified. This relates
to the system boundaries chosen, the processes included or
omitted, their representation in the risk model, and the as-
sumptions made (Sayers et al., 2016).

Document data used, model code, model workflows, cali-
bration, etc. To achieve reproducibility, all important pieces
of information about the FHRA must be documented. This
includes the model code, the data used, details of the compu-
tational environment (e.g. package versions), workflows, use
of version control software (Hall et al., 2022), and protocols
documenting the calibration and validation of the FHRA.

Document use of expert judgement. Expert opinions of-
ten inform an FHRA, for example, to determine parameter
values or uncertainty intervals. In most cases, expert judge-
ment is incorporated informally into the assessment rather
than through structured expert discussions where judgements
are transparent (Lamb et al., 2017). This makes it all the
more important to identify the use of expert judgement. Facts
should be distinguished from opinions and best guesses (Mo-
hanty and Sagar, 2002). Given the prevalence of overconfi-
dence and other cognitive biases, it is important to be clear
when expert judgement is involved.

Compare simulations against data at all levels. When
comparing model results with data, sub-models and the over-
all flood model should be compared as extensively as pos-
sible. Even a good performance at the overall system level
is no guarantee that sub-models are correct. When model er-
rors can be assessed against historical data, they should be
checked for consistency, stationarity, and residual structure
(Beven et al., 2018).

Identify key sensitivities. Key sensitivities, such as those
arising from model assumptions and influential parameters
or datasets, should be identified and documented. Particular
attention should be paid to the issue of heavy tails in proba-
bility distributions and tail dependence (Beven et al., 2018).

Provide an uncertainty statement; list uncertainty sources
not included. Ideally, a formal uncertainty assessment would
include all sources of uncertainty (data, model structure, pa-
rameter). To understand how comprehensive the uncertainty
assessment is, it should be disclosed where important sources
of uncertainty are not addressed and explain how this might
affect the confidence in the results of an FHRA.

Develop scenarios under which an assumption fails. One
of the main objectives of an FHRA is to uncover hidden dan-
gers and reduce the potential for adverse surprises for flood-
prone individuals and risk managers. To understand the gross
potential error, risk analysts should determine what conse-
quences might unfold when key assumptions fail.

Understand the relationship between FHRA and decision-
making. Validation of FHRAs is a matter of degree (Collier
and Lambert, 2019) because flood models cannot fully be
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confirmed through observation, and few models can com-
pletely be refuted (Aumann, 2007). Model validation there-
fore involves a judgement about the appropriateness of a
model for the purpose of an FHRA. With this in mind, it is
essential to understand the extent to which decisions such as
the design of risk reduction measures depend on an FHRA
(Elele, 2009). Clarifying the role of an FHRA within the
decision-making context helps to determine the effort to in-
vest and the level of confidence to be achieved.

Understand consequences of incorrect models. When an
FHRA is instrumental in a particular risk management deci-
sion, it is important to understand the consequences of an in-
correct or overly optimistic model. Is the situation at hand in
terra benigna or terra maligna (Merz et al., 2015)? In the first
case, a poor decision might, for example, reduce the benefit–
cost ratio but would not be disastrous. In the second case, a
poor decision might have disastrous consequences, such as
destruction of infrastructure or loss of life.

Currently, many elements that can support the validation
of FRAs (Fig. 1) are either ignored or not explicitly con-
sidered. Applying all validation elements could easily over-
whelm an FHRA, and in many instances the additional in-
sights gained by applying all of them would not justify the
additional cost. However, it seems evident that current ap-
proaches to validating FHRAs lack crucial considerations
and need to be broadened. We feel strongly that past em-
phasis on technical issues in FHRA validation needs to be
reassessed and complemented by efforts to ensure the qual-
ity of the validation process (procedure-based criteria in Ta-
ble 2) and to understand the consequences of possible errors
(impact-based criterion in Table 2). Our list of validation el-
ements is thus meant as an appeal to reflect on the elements
most useful to an effective validation process.

These elements are not intended as a recipe to be strictly
followed, and our framework does not answer the question
of how to decide on the appropriate thresholds that define
an FHRA as “sufficiently valid”. This is beyond the scope
of this perspective, as the specific thresholds and the ways
to decide on them will vary between different contexts. We
believe that our framework will help to decide whether the
specific model is suitable for a given context. We follow
Howard (2007), who discussed the related problem of what
constitutes a good decision. According to Howard, a deci-
sion should not be judged strictly by its outcome, as a good
decision does not always lead to a good outcome, and a bad
decision does not always lead to a bad outcome. Instead, a
good decision is determined by the process by which one ar-
rives at a course of action. Howard then defined six (decision-
quality) elements and argued that good decisions are those in
which all of these elements are strong. Similarly, our frame-
work can support the discussion of the degree of validation
of a model. We believe that good validation is determined by
the process used to evaluate a model. Applying our frame-
work, we argue that a particular model is validated when all

seven criteria are met to an extent that is appropriate in the
specific context.

In the process of model validation, there is usually a deci-
sion that the specific model is sufficiently valid (despite its
less-than-perfect performance). Such decisions are needed
because a flood protection measure requires design charac-
teristics or that any other real-world decision has to be made
based on a concrete model output, which can be a single
number, a probability distribution, a set of what-if scenar-
ios, etc. In such a situation, one could consider the degree to
which the model is valid in the decision context. For instance,
reliability engineering (e.g. Tung, 2011) considers (aleatory
and epistemic) uncertainty in the design of structures. In a
situation where the available model is less able to reproduce
the observations, one can consider this lower validity in a
wider probability distribution of the load (external forces or
demands) on the system or the resistance (strength, capacity,
or supply) of the system. This, in turn, will lead to higher
design values due to the high uncertainty represented in the
specific model. In a situation where one has several alterna-
tive models, each associated with a measure of its validity,
one can weight these models to obtain the concrete model
output required for a specific decision.

In summary, our framework is an attempt to address the
challenges of FHRA validation, including the need for vali-
dation without data. Our framework goes beyond the current,
most prominent view of model validation (which is strongly
focused on historical data validation, i.e. on comparing sim-
ulations and observations) by adding validation elements and
criteria (see Fig. 1) that can be applied without observations.

5 Considerations for emergency flood management

To illustrate how our framework adds value to current prac-
tice, we outline how it can be applied to emergency flood
management. We chose this application deliberately because
emergency management tends to act on tacit knowledge
without relying on systematic FHRAs. Water infrastructure
design, regional planning, and the insurance sector base their
decisions on FHRA models to a much greater extent. We thus
focus on the sector that is furthest removed from flood mod-
elling and comprehensive FHRAs and is strongly challenged
by the need for validation without data.

We can distinguish two modes of emergency flood man-
agement: routine and for extraordinary situations. In many
countries, levees and other flood defences are designed to
cope with a 100-year flood, and few events reach or surpass
flood defences. In these cases, emergency management fo-
cuses on routine measures as part of an “alert and operations
plan”. If the water level at a gauging station exceeds a pre-
defined threshold, emergency measures will be triggered au-
tomatically. This may take a variety of forms: the closing
of a road susceptible to flooding or the erection of a tem-
porary protection wall. The responsibility for coping with
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Table 3. Application of the proposed validation framework to an FHRA to support emergency flood management. For the sake of brevity,
only a few validation elements are selected and presented.

Context of FHRA: It includes the development of an FHRA tool to be used by emergency managers to decide on emergency actions.
As soon as the official flood forecasts for a region indicate that inundation and losses could occur, emergency managers should be
able to run the tool. It should allow for the simulation of flood scenarios in near-real time, including failure of defences, and the
quantification of who and what would be affected, as well as when and how. Based on these scenarios, emergency managers can
decide on actions to minimize adverse consequences.

Validation element Description

Define stakeholders
and their perspectives

Emergency managers and their demands and concerns are identified. Examples include decision structure,
technical knowledge in terms of flood processes, levee safety or evacuation options, and understanding the
degree of uncertainty provided by the flood forecast and flood tool. Affected populations and their demands
and concerns are identified. Examples include support needed in the case of an evacuation and unequal
consequences of emergency measures, e.g. intended breach of levees, for various areas.

State purpose of FHRA
and output required

An intended-use statement is formulated that describes the use cases (e.g. when will the tool be applied?
What is the time available for decision-making? Who will apply the tool?), the input (e.g. ensemble flood
forecasts at certain river gauges for varying lead times), and the output that can be generated (e.g. haz-
ard indicators, such as water depths, flow velocity, and time to inundation, as well as assets considered
in inundation scenarios, such as affected people, affected buildings, and objects of sensitive and critical
infrastructure).

Document concept-
ual model, including
scientific and ethical
judgements

The system boundaries chosen, the processes included or omitted, their representation in the scenario tool,
and the assumptions made are documented and justified. Emergency managers and the affected population
have access to the conceptional model and its justification (e.g. why certain impacts are not included in the
tool).

Validate conceptional
model

A discussion with emergency managers, local experts, and the affected population ensures that important
processes (e.g. levee breaches) and loss-influencing factors (e.g. temporal variability in the number of flood-
prone people, potential sources of contamination during flooding) are considered.

Identify knowledge
gaps and document
model limitations

Knowledge gaps are discussed, including levee breaching (e.g. the timing, location, and width of breaching
cannot be forecasted), indirect impacts of inundation (e.g. the vulnerability of power supply and water pro-
vision is unclear), and effectiveness of emergency measures (e.g. the success of evacuation cannot reliably
be predicted).

Identify key sensitivities Key sensitivities are investigated and transparently described for emergency managers. These include the
sensitivity of the output (e.g. time to inundation at certain locations) to the flood forecasts and to simulations
of levee breaching and inundation, as well as the key assumptions involved.

Develop scenarios
under which an
assumption fails

The conceptual model and assumptions are screened, and potential errors discussed. Examples include a
levee failing even though the river level is well below the levee crest and bridges clogged with debris,
causing localized increases in river levels that might lead to flooding not being represented by the tool.

Understand conse-
quences of incorrect
models

The consequences of emergency decisions, which result from using the flood tool, for the affected popu-
lation and their assets are assessed and reflected upon. Examples include the tool falsely simulating levee
failure and thus underestimating the rapidity and degree of inundation. Might such a case endanger the
evacuation?

such floods falls on municipal firefighters or other local emer-
gency forces.

Recent catastrophic floods, such as the 2013 Elbe floods
in central Europe; the July 2021 floods in western Europe;
or Storm Daniel in September 2023, which devastated the
Mediterranean region, including Greece, Türkiye, and Libya,
have highlighted the need to be prepared for extreme floods.
For emergency management forces, such extreme events are
exceptional situations, and knowledge of routine measures
is insufficient to successfully mitigate the impending disas-

ter. The Elbe flood was typical of the complex web of chal-
lenges that arise during an extreme event. On 10 June 2013
around midnight, the Elbe River levee broke, rapidly open-
ing to a width of 90 m (Dagher et. al., 2016). A total of 5 d
later, 227 million m3 of water inundated 150 km2, and several
thousand people had to be evacuated (LHW, 2016). This was
an unexpected development for the unprepared emergency
management forces. What made matters worse was the lack
of a flood model for calculating the spatial distribution of the
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floodwater and how that would unfold over time, not to men-
tion the lack of a strategy for closing the levee break.

In the case of a situation as complex as a catastrophic flood
event, good decision-making requires suitable flood forecasts
as well as the ability to explore potential flood scenarios,
their impacts, and the effectiveness of emergency measures.
Flood models can contribute to improving emergency man-
agement in such cases. Firstly, they could be used for train-
ing and educating (local) emergency managers, who could
be organized into a “rapid response team” linked to a profes-
sional emergency management organization such as the Fed-
eral Agency for Technical Relief in Germany. Establishing
emergency management forces with knowledge on flood risk
management would be a tremendous aid to persons in charge
during extraordinary flood situations. Secondly, flood scenar-
ios could be prepared in advance and stored in a knowledge
base. Modern modelling and software tools can generate var-
ious scenarios, including failure of flood defences and conse-
quences for flooded assets, which can be used during an im-
pending event to support emergency management. In an even
more advanced setup, flood models could be run as soon as
an extraordinary situation is expected to develop, incorporat-
ing near-real-time information, for instance, on the state of
levees. Table 3 outlines how our framework would support
the decision-making of emergency managers.

The use case of emergency flood management exempli-
fied in Table 3 reflects the situation that flood models for the
management of extraordinary emergency situations cannot
rely on the typical element of validation, namely comparing
model simulations with observed data. Only rarely do ob-
served data about inundation, defence failures, and impacts
exist for a particular region. This is precisely why it is all
the more important to safeguard the usability and credibil-
ity of the models applied by complementing the traditional
approach with a largely observation-independent approach.
The latter includes elements that ensure a robust validation
procedure (Level 1 of the framework in Table 1: procedure
based) so that the assessment is unbiased, transparent, con-
sistent with the existing knowledge, and relevant to the de-
cision context. It also includes elements that ensure that the
sensitivity and uncertainty of the model are fully understood,
including the potential occurrence of major errors (Level 2:
outcome based). Finally, it tries to clarify how serious pos-
sible errors are (Level 3: impact based). Such an approach
could, for example, lead to a decision to evacuate people
even though the probability of life-threatening flooding is
low given the uncertainty in the current flood forecast.

6 Conclusions

The validation of FHRAs is a neglected topic in the scien-
tific literature and presumably also in practice. This is prob-
lematic because, firstly, FHRAs rely heavily on assumptions,
expert judgement, and extrapolation, and, secondly, incorrect

FHRAs can have catastrophic consequences. We believe the
current practice of FHRA validation lacks essential elements.
We make several proposals with this in mind: stakeholder en-
gagement, objectivity, and verifiability, as well as the conse-
quences of model errors for affected people, need more at-
tention. This perspective paper is intended as a clarion call
to the community of flood experts in science and practice to
reflect on the shortcomings of current approaches and to dis-
cuss more rigorous approaches and protocols. Whether such
a discussion will lead to a “community of practice” (Moli-
nari et al., 2019), professional “code of practice” guidelines
(Doyle et al., 2019), or quality assurance guidelines remains
open. However, we agree with Goerlandt et al. (2017) regard-
ing the cost-effectiveness and utility of hazard and risk anal-
yses. Even if an assessment cannot be fully validated, it is ex-
tremely useful. The understanding gained through a thorough
analysis, the awareness of the multifarious ways in which a
system can fail, and the insights into the effectiveness of risk
reduction measures undoubtedly benefit risk management.
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