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Networks are crucial structural elements in urban areas that
provide different services and ensure the transport of people and goods (Hubert and Ledoux, 1999). We generally
distinguish two types of network: transport networks and
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Introduction

technical networks. Transport network infrastructures enof the Past
sure the transportation of people and goods, such as roads
and railways. Technical network infrastructures ensure the
production/processing and/or distribution/collection of services/resources, for example, electricity, gas, information,
Earth infrastructures
System are neceswater and wastewater. Network
sary for ensuring that the general
objective of the network
Dynamics
is reached. They have the fundamental characteristics of systems, i.e. they group elements dynamically correlated to each
other and organised as a function of an objective (Narbonne,
2005). This general objectiveGeoscientific
can be categorized into specific
missions (Petit, 2009). Instrumentation
For example, the extraction of water resources, water treatment,
water transportation
and deMethods
and
livery to end-users are the missions of the water network.
Data Systems
These missions are carried out through several infrastructures, i.e. components composed of different installations and
technical apparatus, which have specific functions within the
network itself. For example,
inside power networks, these
Geoscientific
components can be voltage transformers, electric cables and
Model Development
individual electric boxes fulfilling different functions. Understanding the global structure of the network is essential
for identifying the functions of the different network components and technical apparatus
and knowing
Hydrology
and how they are
connected to each other. These items of equipment together
Earth
System
make it possible to achieve
the general
objective of the network, by enabling the operationSciences
of the company providing
the resources and services necessary for socioeconomic activities (Blancher, 1998).
Network infrastructures have received particular attention
in terms of security (Petit, 2009). The increasing depenOcean Science
dence of people and the economy on the services offered
Open Access
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Abstract. Understanding network infrastructures and their
operation under exceptional circumstances is fundamental
for dealing with flood risks and improving the resilience of a
territory. This work presents a method for evaluating potential network infrastructure dysfunctions and damage in cases
of flooding. In contrast to existing approaches, this method
analyses network infrastructures on an elementary scale, by
considering networks as a group of elements with specific
functions and individual vulnerabilities. Our analysis places
assets at the centre of the evaluation process, resulting in
the construction of damage-dysfunction matrices based on
expert interviews. These matrices permit summarising the
different vulnerabilities of network infrastructures, describing how the different components are linked to each other
and how they can disrupt the operation of the network. They
also identify the actions and resources needed to restore the
system to operational status following damage and dysfunctions, an essential point when dealing with the question of
resilience. The method promotes multi-network analyses and
is illustrated by a French case study. Sixty network experts
were interviewed during the analysis of the following networks: drinking water supply, waste water, public lighting,
gas distribution and electricity supply.
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by network infrastructures places them at the centre of the
functioning of contemporary society. The efficient operation
of networks during crisis periods and their capacity to return to normal operation is fundamental to the society dependent on them. Several works have highlighted the need for
better understanding of the capacity of networks to ensure
their functions (Bouchon, 2005; Røstum et al., 2008; Petit,
2009). The emergence of the concepts of critical infrastructures and lifelines and their development over the last few
decades highlight the global interest in the resilience of networks regarding a wide variety of risks, such as terrorism, financial risks and natural hazards (Adam, 2007; Popescu and
Simion, 2011; Robert et al., 2003b; Utne et al., 2010).
Floods are the most destructive natural hazard worldwide
and the damage they cause is increasing over time (Messner
et al., 2007; Jonkman, 2005). The evaluation of potential
flood damage is a widely accepted procedure for studying
the vulnerability of systems in view to aiding the decisionmaking processes (Merz et al., 2010; Smith, 1994; White,
1945, 1964). Flood damage is generally classified into four
categories according to the damage process, i.e. direct or indirect damage, and to whether or not they can be evaluated in
monetary value, i.e. tangible or intangible damage (Merz et
al., 2010). In the context of network infrastructures, we expand this classification in order to distinguish internal from
external damage. On the one hand, internal damage comprises the impacts of floods on the network itself. Such damage includes direct damage to the infrastructure and the indirect dysfunctions inside the network environment. For example, damage to a power transformer station can lead to the
disruption of several components of the power-supply network. External damage, on the other hand, comprises the indirect impacts on the environment of the disruption of networks that depends on the resources and services offered by
them (Blancher, 1998; Robert et al., 2003b; Røstum et al.,
2008; Petit, 2009). For example, during the Var floods of
June 2010 in France, 200 000 houses suffered from an electricity outage lasting about three days, due to the disruption
of the network. During the same event, a railway between the
cities of Nice and Toulon stopped working for four days and
several roads and bridges were destroyed1 .
The great majority of existing methods focus on the evaluation of external indirect damage to networks. These include large-scale models dealing with the indirect economic
losses of natural hazards (Crowther et al., 2007; Hallegatte,
2008; Henriet et al., 2012), methods to evaluate damage
caused by the disruption of transport, wastewater and electricity networks (Penning-Rowsell et al., 2005), damage
through the loss of accessibility to a territory (Demoraes,
2009; Demoraes and D’Ercole, 2009), by the disruption of
the water system (Hardy, 2009), and by the interruption
of gas distribution (Bouchon, 2009). Regarding internal direct and indirect damage to infrastructures, few data and no
1 French National press information.

Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013

well-established models exist (Merz et al., 2010). PenningRowsell et al. (2005) recommended using the depth-damage
approach for assessing direct damage to network infrastructures; however, no standard data are available. Although several mathematical models can be used for evaluating direct
and indirect damage to networks (Dutta et al., 2001, 2003;
Jonkman et al., 2008), they are designed for general use and
are applicable to all types of networks without taking into
account high levels of detail. Indeed, very few methods have
been developed for forecasting flood damage to networks
(Parker et al., 1987; Jonkman et al., 2008; Penning-Rowsell
et al., 2005; Dawson et al., 2011). In addition, the few methods that do exist generally adopt large-scale analyses that ignore the functional aspect of the networks themselves.
In France, the studies analysing damage to networks
have mainly focused on investigating previous real damage
(CEPRI, 2008). The majority of them have evaluated damage to road infrastructures and only a few have analysed
previous damage to multiple networks (MEDD, 2005a, b;
S.I.E.E., 2005; Ecodécision, 2006). Feedback from previous flood events shows that internal damage to networks
represent a large percentage of total direct damage caused
by floods in France (Lefrou, 2000; Huet, 2003; MEDD,
2005b; Ecodécision, 2006; Vinet, 2003). These studies were
also limited to evaluating damage over large scales, ignoring the complexity of the internal dysfunctions of networks. The only study that took into account the technical
dysfunctions of networks in an ex ante approach was that
by Desgranges (1999), which proposed flood scenarios for
network managers regarding the Seine and Marne rivers.
D4E (2007) and CEPRI (2008) highlight that networks are
rarely considered in flood damage evaluations in France.
Studies analysing the behaviour of networks in hazardous
circumstances are useful for understanding network interand intra-connections, such as post-disaster feedback (Lau et
al., 1995; Adachi and Ellingwood, 2008), systemic methods
for evaluating the vulnerability of network infrastructures to
earthquakes (Menoni et al., 2002), and interdependencies between different networks (Rinaldi et al., 2001; Petit et al.,
2004; Robert, 2002; Robert et al., 2003a,b,c; Chiaradonna
et al., 2011; Ge et al., 2010; Johansson and Hassel, 2010;
Ouyang et al., 2009).
The resilience of socio-economic systems to floods is intrinsically linked to the capacity of network owners and operators to deal with flood damage and dysfunctions during and after floods (Pelling, 2003). Understanding the vulnerability of network infrastructures and their functioning
and potential for dysfunction in the case of a natural disaster lies at the core of urban resilience to natural hazards.
Obtaining knowledge concerning the vulnerability of network infrastructures is also the main step toward the construction of schemes for reducing flood-related risks. However, the complexity of network infrastructures, their technical components and the different links and dependencies
between them are some of the primary factors in the current
www.nat-hazards-earth-syst-sci.net/13/983/2013/
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misunderstanding of their damage-dysfunction potential in
the case of flooding. The complex organization of systems
also contributes to the multitude of risks to which network
infrastructures are vulnerable (Narbonne, 2005; Petit, 2009).
The consequences of floods on these infrastructures depend
on the complexity of the overall structure of their components and their material, functional and structural vulnerability (Blancher, 1998; Ecodécision, 2001; CERTU, 2002;
MEDD, 2005b; SOGREAH and ASCONIT, 2006; Petit,
2009). The following diagram represents the different relationships between network components and how flood impacts propagate through them (Fig. 1).
When a network component is reached by floodwater, its
material vulnerability determines whether or not it may suffer damage. Similarly, its functional vulnerability determines
its potential for dysfunction. In Fig. 1, the intradependencies
between network components are represented by the structural links between components A, B, C and E, and the network interdependence is represented by the structural link
between components B and D. Considering the dysfunction
of component A, the transfer of dysfunctions may follow the
pathway indicated in Fig. 1. It is noteworthy that a component mission can also be compromised independently of
its direct contact with floodwater (components B in Fig. 1).
The impact of infrastructure dysfunctions on the functioning
of other components is related to the structural vulnerability of these components, i.e. the domino effect (Gleyze and
Reghezza, 2007).
Each component of a network has its own vulnerability to
floods and network hazards, greatly increasing the complexity of these analyses. The evaluation of network-related risks
is subject to substantial uncertainty (Røstum et al., 2008).
The need for network damage and dysfunction evaluation
methods has been highlighted by several studies (Bouchon,
2005; Røstum et al., 2008; Petit, 2009; Merz et al., 2010;
CEPRI, 2008; D4E, 2007). Despite the fact that understanding this process is crucial to strengthen the resilience of a
territory, no standard method exists for forecasting the dysfunctions that can occur in network infrastructures. Supplementary approaches are necessary for taking into account the
functional and systemic aspects of networks (Gleyze, 2005;
Léone, 2007). A systematic approach that takes into account
internal damage to network infrastructures and potential dysfunctions on an elementary scale is therefore needed to analyse their disruption and external damage (Robert, 2002).
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damage-dysfunction matrices that place the individual components of the network at the centre of the analysis. We focus
on both the damage and dysfunctions generated inside the
network environment, possibly leading to the disruption of
services. The methodology takes into account the systemic
organization of networks, their material and functional vulnerability and their intra- and interdependency. It is based on
the following principles: the network is considered as a group
of components with specific functions and vulnerabilities;
the creation of damage-dysfunction matrices for summarising the information regarding the different components of
networks; and the help and involvement of network experts
in order to develop the damage-dysfunction matrices. These
different principles and the different steps of the method are
presented in Sect. 3. We illustrate the method with a case
study performed in Alsace, eastern France. Section 4 of this
work presents the results of the method, highlighting its advantages, limits and drawbacks.

Objectives
3

The present work aims at making up for the lack of damage and dysfunction assessment methods highlighted in the
literature. We propose a new methodology for analysing
the internal vulnerability of network infrastructures to
floods. In contrast to existing approaches, this method provides an elementary description of networks by developing
www.nat-hazards-earth-syst-sci.net/13/983/2013/

Method

The analysis developed here brings together qualitative and
quantitative aspects of flood risks in order to summarise the
functioning and vulnerability of networks. It determines the
damage and dysfunction of the components of a network in
the case of floods as well as the types of action required
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013
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3

and4 the resources necessary for dealing with them. A network component damage-dysfunction matrix is organised in
6 charts correlated as shown in Fig. 2.
We consider that each component of the network is vulnerable to external hazards by direct contact with floodwater, i.e. flood hazard, or by the transfer of vulnerability from
other components, i.e. network hazard. Chart I (Fig. 2) is the
core of the methodology. It provides a quantitative description of the circumstances that may cause damage and/or dysfunctions to the component analysed. The damage and dysfunctions of this component can be the origin of other network hazards, by transferring dysfunctions to other components. Charts II and III provide qualitative descriptions of the
potential types of damage and dysfunction to components.
They describe the consequences of the hazards to the component analysed. Chart IV identifies which components from
the same network can be impacted by the dysfunction of the
given component. This impact depends on the potential of
the component to transfer vulnerability, which in turn depends on the structural organisation of the network analysed.
Chart V describes the different actions necessary to ensure
the operation of the given component or to repair damage.
Finally, Chart VI summarises quantitative data concerning
time and monetary values necessary to ensure the component functions and to repair the damage incurred. The construction of these damage-dysfunction matrices is organized
in the three steps described hereafter.
3.1

STEP 1: data collection and interview organisation

The first step of the present method consists of gathering information on the network under analysis in order
to: (1) rank its different components according to their
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013

functional hierarchy and their damage-dysfunction potential;
(2) identify experts and organize interviews.
3.1.1

Elementary organisation of the network

Understanding the structural organisation of the network
starts with the classification of the different missions within
the network. It is also essential to identify the different components necessary for these missions and their technical apparatus. For example, in Table 1 we present the different
components and technical apparatus used to perform the
different missions of the combined sewerage and drainage
network. This stage establishes a synthetic network by listing its different elements and their specific missions. It also
promotes an initial level of understanding of the different
relationships between the components inside the networks
(cf. Fig. 1). Technical studies describing the organisation
and the composition of network infrastructures are necessary to summarise their structural operation. They are also
necessary to identify which components of the network can
be potentially impacted by floods, in order to take the construction of damage-dysfunction matrices further. According to Petit (2009), the functions of a network’s components
can be classified as “critical” and “support”. This classification is established according to the difference of the functional importance of a network’s components, for example,
the failure of an electricity transformer leads to the dysfunction of several subsequent components of the power network,
which is not the case for the dysfunction of an individual
electricity connection that would not affect the operation of
the system. Penning-Rowsell et al. (2005) and Scawthorn et
al. (2006b) proposed classifications based on filtering processes in which only some of the network components are
www.nat-hazards-earth-syst-sci.net/13/983/2013/
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Table 1. Description of the combined sewerage and drainage network distinguishing its missions, components and technical apparatus.
Missions

Components

Technical apparatus

Customer service connection

Customer sewerage, backwater valve, inspection chamber,
public sewage water pit.

Drain system

Curb, gully pot (catchbasin), manhole.

Sewerage pipelines

Gravity pipes, pressure pipes, connections.

Pumping station

Screens, collection tank, pump, power supply box, alarm equipment, ventilation pipe, backwater valve, isolating valve.

Manhole

Inspection chamber, ventilated manhole,

System cleaning

Flushing tank, outlet mechanism.

Sludge/mud trap

–

Screening system

Screen, chamber, motor.

Combined sewer overflow

Related bypass, wastewater storage tank, control device.

Sewage treatment plant

Utility buildings, coarse screens, tanks (sedimentation, aeration,
sludge, etc.), clarifier, sludge digesters, mechanical equipments,
electric equipments, chlorine contact chamber, control rooms.

Reservoir, lagoon

–

Outfall system

Outfall sewer, backwater valve.

Collect sanitary and storm flows

Transport wastewater

Maintenance of network

Retention of fines and suspended solids
Discharge of excess wastewater

Storage and treatment of wastewater

Discharge of treated water into environment

selected for in-depth analysis. They focused on the real relationships between network components at risk, for example,
the comparison of the number of nodes connected to specific components. Instead, the classification proposed here
focuses on the general systemic organisation of networks.
We classify its components hierarchically according to their
theoretical structural dependencies. This classification allows
establishing the functional hierarchy between the different
network components.
3.1.2

Semi-structured interviews

The involvement of network operators, utilities and technical staff is crucial in order to understand networks (CERTU,
2002). The construction of these damage-dysfunction matrices is mainly based on expert knowledge in order to
fully comprehend the links between different components of
networks and determine their technical characteristics and
vulnerability. As for the construction of damage functions
(Green et al., 2011), we suggest that a variety of experts
should be consulted. It is indeed necessary to identify the different stakeholders as sources of practical knowledge and to
prepare the expert interviews. Individual and grouped semistructured interviews must be prepared in order to fully apprehend the expert technical knowledge obtained. The interviews developed here focus on three main topics:
– direct impacts and cost of damage – to identify which
components are the most susceptible to suffer damage
in the case of floods and describe the types of damage
and induced costs for the different network components;
www.nat-hazards-earth-syst-sci.net/13/983/2013/

– vulnerability indicators – to describe the essential vulnerability parameters for the different network components, their material and functional vulnerabilities,
their dependence on other network infrastructures, their
probability of incurring damage by considering different flood scenarios and potential vulnerability reduction
measures;
– indirect impacts and transfer of vulnerability – to list
and quantify what is necessary for re-establishing the
functions of the different network components, analyse
the relationship between direct and indirect internal dysfunctions, and identify the consequences of component
dysfunctions on the other network components analysed.
A fourth topic related to the availability of Geographic Information System (GIS) and feedback data is also developed in
order to guide the construction of damage-dysfunction matrices for general applications. All these discussions have to be
oriented to perform a general analysis of a hypothetical network, in order to avoid and/or identify site-dependent characteristics.
3.2

STEP 2: damage-dysfunction processes

This step analyses the way the different components of a
network can suffer damage or compromise their specific
functions by considering their multiple vulnerabilities, i.e.
damage-dysfunction processes. On the one hand, this step
consists in determining the material and functional vulneraNat. Hazards Earth Syst. Sci., 13, 983–998, 2013

988
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bilities of different components in direct contact with floodwater. On the other hand, it analyses the components’ structural vulnerability correlated with the potential of networks
to transfer vulnerabilities due to their systemic organisation.
These two aspects are analysed on the basis of expert knowledge and form the core of the method leading to the development of Charts I, II, III and IV of the damage-dysfunction
matrices (Fig. 2).
3.2.1

Material and functional vulnerability

Floodwater level

Network component

Entrance
Scenario 3
Scenario 2

Coffer dam

Technical
apparatus

C
B
A

Scenario 1
Ground level

Equipment
elevation

Embankment
elevation

1

The evaluation of both material and functional vulnerabilities
Fig. 3. Flood vulnerability
consideration
in theofanalFigure
3. Flood vulnerability
indicators toindicators
considerfor in
the analysis
network comp
is necessary in order to comprehend the 2potential
dysfuncysis of network component susceptibility to damage and dysfunctions of network infrastructures (Hubert and
Ledoux,
1999).
3
susceptibility to suffer
and dysfunctions
to direct contact with floodwater.
tionsdamage
due to direct
contact with due
floodwater.
Different types of internal damage can occur in a given component, e.g. short-circuiting of electronic devices, destruction of fragile technical apparatus, etc. However, a network’s
in Fig. 3 considering that: the technical apparatus “A” corcomponents can be exposed to floodwater and continue to enresponds to the utility box and the technical apparatus “B”
sure their function, for example, an electronic device within
corresponds to the distance-monitoring device. Contact bea specific network can be vulnerable to floodwater and suffer
tween the item of equipment with floodwater depends on the
damage without ceasing to function, or not suffer damage but
water level, the elevation of the infrastructure supporting the
nonetheless stop functioning, for instance, a mechanical decomponent, the arrangement of the technical apparatus invice can be protected against water by an interruption mechside the component and, finally, the existence of flood proanism, which will stop its operation in the case of a flood. A
tection devices (e.g. coffer dam). Only flood scenario “3”
technical analysis of the different components of the network
implies the contact of floodwater with the technical appais necessary at this stage of the methodology in order to disratus (Fig. 3). In this case, the contact of floodwater with
tinguish and identify both types of vulnerability of network
apparatus “A” can induce the failure of the equipment due
components. Understanding of the component’s susceptibilto overpressure or the mechanical failure of the device, deity to floodwater is crucial for the analysis. The approach
pending on the type of equipment. The contact of floodwater
adopted is based on an ex ante analysis using “what-if” queswith apparatus “B” may lead to the short-circuiting of the
tions to construct stage-damage functions (Merz et al., 2010;
equipment. These types of direct damage must be described
Messner et al., 2007). During the semi-structured interviews
in Chart II (Fig. 2) of the corresponding damage-dysfunction
with experts, several flood scenarios are considered to analmatrix (cf. Fig. 4). The failure of apparatus “A” may lead to
yse the different types of components (cf. Fig. 3). This apdifferent dysfunctions of the network component, which may
proach makes it possible to establish the correlation between
compromise its mission within the network, e.g. disruption
hazard characteristics and component vulnerabilities, with
of distribution, reduction of delivery pressure or increase of
the ultimate goal of determining which circumstances could
delivery pressure. These types of dysfunctions must be decause damage and/or dysfunctions to components. This leads
scribed in Chart III (Fig. 2) of the corresponding damageto the construction of qualitative damage functions that dedysfunction matrix (cf. Fig. 4).
scribe the types of potential material damage to a component
Regarding the hydraulic hazard parameters, i.e. water
(Dammaterial ) as a function of flood hazard parameters (Fpar ),
depth, flow velocity, duration of submersion, sediment and
and its material vulnerability (Vmat ) (Eq. 1). Furthermore, we
debris transport, they play different roles regarding damage
describe the types of potential direct dysfunction of a compopotential, depending on the type of asset analysed (Thieken
nent (Dysdirect ) as a function of its potential material damage,
et al., 2005; Léone, 2007; Messner et al., 2007; Merz
its functional vulnerability (Vfunc ) and crisis organisation aset al., 2010). Each component of the network has to be
pects (Eq. 2). These functions are integrated in Chart I of the
analysed separately, taking into account detailed technical
damage-dysfunction matrices (Fig. 2).
characteristics in order to identify their main damage impact
Dammaterial = f (Fpar , Vmat ),
Dysdirect = f (Dammaterial , Vfunc , Corg ).

(1)
(2)

parameters. The correlation of damage and dysfunction with
water depth is preferable for practical applications. The influence of other parameters should be analysed so as to further
refine this analysis.

In order to illustrate this stage, we describe the vulnerability analysis concerning the pressure regulator station of a gas
distribution network. We represent this specific component
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013
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Figure 4. Damage-dysfunction
matrix - station
pressure
regulator
station of
the gas distribution network.
Fig. 4.2Damage-dysfunction
matrix – pressure regulator
of the
gas distribution
network.
3
3.2.2 4 Structural vulnerability
We describe the types of potential structural dysfunctions of
a component qualitatively as a function of two variables: the
component’s degree of intradependence and its degree of interdependence. The degree of intradependence between two
components is measured by evaluating the potential of the
network component to transfer dysfunctions to other components hierarchically equal to or below it. For example, the
dysfunction of a control/power supply box in the public lighting network may lead to the dysfunction of all the street
lighting columns connected to this item of equipment. Another example concerns the dysfunction of the gas network
pressure regulator station that may lead to the dysfunction
of other gas pressure regulator stations as well as the service
boxes connected to it. Interdependence is correlated to the
dependence of a component on services supported by other
www.nat-hazards-earth-syst-sci.net/13/983/2013/

networks (Røstum et al., 2008), e.g. exchanges between components B and E (Fig. 1). The same analysis is performed to
take into account this parameter in the evaluation process.
We measure the degree of interdependence of a component
by investigating the dependence of its technical apparatus
on components from other networks. Considering the example of the gas network pressure regulator stations, the distance monitoring device now represented by apparatus “C”
(Fig. 3) may dysfunction if the telephone network fails, even
though it is not reached by floodwater. This information must
be represented in Charts I and IV (Fig. 2) of the damagedysfunction matrix (cf. Fig. 4).
3.3

STEP 3: quantification of damage and dysfunctions

This step quantifies damage to networks by considering the
different actions and resources needed to deal with them. We
27
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013
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describe the types of action and quantify the costs and time
necessary to ensure or restore the operation of a network
component. It is used to develop the damage-dysfunction matrices, thus completing Charts V and VI (Fig. 2). It is also
based on expert information and can be carried out in parallel to the second step. However, the quantitative aspect explored here is linked to the context in which the analysis is
performed, i.e. it is site-dependent.

period within which the continuity of services must be ensured. This can offset the real damage, which can be more
significant than material losses, thereby justifying the correlation of the resources with the different potential measures
for ensuring the functions of the element or repairing infrastructures.

3.3.1

To apply the methodology proposed in this paper, several national studies were used in order to understand and gather the
information related to the different networks analysed (step 1
of the method). Technical information on networks can be
found in professional documentation (RTE, 2004; SETRA,
1996a,b; Hamou, 2005; Vazquez et al., 2006) and on the websites of the network’s stakeholders2 . The following lifelines
and infrastructures were analysed: sewerage and drainage,
water supply, public lighting, gas distribution and power supply networks. Sixty experts from different institutions associated with networks were interviewed3 to construct the
damage-dysfunction matrices (steps 2 and 3). With them, we
analysed the structure of the different networks, by redefining the specific functions of the different components and
the links between them. Twenty-five components belonging
to the different networks were selected for in-depth analysis
(Table 2).
The damage-dysfunction matrices were used to analyse
the potential impacts of flooding of the Bruche river on
six towns in eastern France: Holtzheim, Oberschaeffolsheim,
Wolfisheim, Eckbolsheim, Lingolsheim and Strasbourg. GIS
data relating to a theoretical flood event with a 100-yr flood
return-period were used to evaluate potential damage and
dysfunctions to network infrastructures. The application of
the damage-dysfunction matrices implies collecting data related to the network infrastructures analysed, and following the application of a classical flood damage evaluation
method (Merz et al., 2010). Exposure analyses were performed to locate the network components within the area
studied (GIS data sets of local networks were used during
these analyses). Susceptibility analyses were performed to
identify component vulnerability criteria and technical characteristics (cf. Fig. 3) in cooperation with local network managers. Finally, a GIS-based method (Eleutério et al., 2010)
was used to automatically combine the different data and
calculate the damage and dysfunction potentials of the different components analysed.

Measures for ensuring functions/repairing
infrastructures

Network utilities and operators have to deal with the dysfunctions of a component in order to avoid damage to, and
disruptions of, the services offered by their network. In this
stage, we describe the actions that must be carried out during
a flood event (generally to avoid material damage and/or ensure the continuity of the services offered by the network), or
after a flood event (to repair damage, check the components
and restore the operation of disrupted services). These actions are correlated with the different types of damage identified in the previous steps. For example, if floodwater reaches
a power transformer station, the previous step allows concluding that it may be damaged by a short-circuit, leading to
the dysfunction of the service boxes connected to this station
(due to the absence of power). At this stage of the analysis we
conclude that: (1) during the flood event, the dysfunction of
other network components may be avoided by insulating the
damaged component (installation of a bypass system to ensure that the service continues); (2) after the flood event, the
equipment may be cleaned and possibly repaired or replaced,
depending on the degree of damage incurred. Organizational
aspects of the network operators and utilities are understood
on the basis of expert interviews at this stage. This information must be represented in Chart V (Fig. 2) of the damagedysfunction matrix (cf. Fig. 4).
3.3.2

Resources necessary for adopting measures

Methods used for assessing earthquake damage also take this
aspect into account (Scawthorn et al., 2006a, b), as it is essential in order to proceed from the “evaluation stage” to
the “action stage”. On the one hand, we identify the amount
of time necessary for adopting a specific measure, e.g. time
necessary for replacing a water pump, or the time necessary for cleaning a gas distribution network component. On
the other hand, we quantify the costs necessary in order
to repair, replace and/or clean affected elements. This data
must be represented in Chart VI (Fig. 2) of the damagedysfunction matrix (cf. Fig. 4). Several studies propose quantifying the damage potential of an asset as a percentage of its
initial value (Léone, 2007; Messner et al., 2007; Jonkman et
al., 2008; Penning-Rowsell et al., 2005). In the case of network infrastructures, we also note that the replacement costs
necessarily incorporate the expenses generated by the short
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013

3.4

Case study

2

DirectIndustrie,
Schneider-Electric,
VHM-Heinrich,
laviedesreseaux.fr, BVP, RTE, EDF, GRT-Gaz, GDF-SUEZ,
Afgaz, Astee.
3 The list of the experts and their institutions may be requested
from the authors.
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Table 2. The network components analysed for the construction of damage-dysfunction matrices.

4
4.1

Network

Components

Water supply

Water borehole, water treatment plant, pumping station, water pipelines.

Sewerage and drainage

Station, sludge/mud trap, combined sewer overflow, automatic screening, outfall sewer, drain
system, lagoon, sewage treatment plant, sewage pipelines.

Power supply

Electrical substation (high voltage), power transformer station (high voltage/low voltage), pole
and distribution line (high voltage), service box.

Gas distribution

Pressure regulator station, switching substation, cathodic protection box, service box, shut-off
valve, gas pipe.

Public lighting

Control and power-supply box, street lighting columns, floor luminary.

Results
Damage-dysfunction matrices

Damage-dysfunction matrices were developed for the different components analysed4 . As an example, we present in
Fig. 4 a simplification of the damage-dysfunction matrix developed for analysing the pressure regulator station of the gas
distribution network.
This damage-dysfunction matrix summarises how damage
and dysfunctions can occur to the component in question
when it is reached by floodwater or impacted by the dysfunction of components of other networks (in this case, access
to the telephone network). Chart I (Fig. 4) of this damagedysfunction matrix provides a schematic view of the qualitative damage functions of the component analysed (Eqs. 1, 2)
and its different dependencies on other components. The interviews revealed that, quantitatively, the network experts
are unable to take into account parameters other than water depth, although they insisted that other parameters could
also play an important role in damaging components. The
resources for restoring the services provided by networks,
following floods, take into account the costs of replacing the
damaged material (technical apparatus and labour costs) and
the estimated time required to do it (Chart VI, Fig. 4). These
resources depend on the technical characteristics of the component and the context of the study.
4.2

Evaluation of damage and dysfunctions

The key result of this method is the determination of the types
of potential damage and dysfunctions generated by the floods
in the networks analysed. Figures 5 and 6 show the internal
dysfunction maps of the network obtained by applying the
matrices developed in this work.
In Fig. 5 we analyse two interdependent networks in a
flood context: the power supply and public lighting networks.
The different relationship between the components of these
4 The set of damage-dysfunction matrices used to illustrate this
case study can be found in Hattemer (2010).
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networks (cf. Fig. 1) are demonstrated, taking a power transformer station (component A in Fig. 5) as an example. This
component is potentially damaged by the submersion of its
technical apparatus: a short circuit revealed by the technical
analysis of the relationship between the flood hazard and the
component vulnerability indicators (cf. description of example in Fig. 3). This damage generates a primary dysfunction
of the component, i.e. the disruption of power supply to related connections. The dysfunction of this component generates other subsequent dysfunctions due to the structural vulnerability of the network:
– dysfunction of components of the same hierarchic level
– other transformers directly connected (connection in
series) to it, e.g. a transformer not reached by floodwater (component B in Fig. 5). The experts suggested
that the components located within a distance less than
300 m from the damaged transformer have a high probability of being affected by the dysfunction. In an urban
context, the longer the distance from the dysfunctional
transformer is, the greater the uncertainty, once there is
a possibility of the component being linked to another
transformer in parallel. Network node analyses can be
used to reduce this uncertainty. The second level of dysfunction is not represented on the map due to the high
level of uncertainties, for instance, crisis management
can be structured in order to avoid this second level of
dysfunction by isolating the dysfunctioning transformers and by using different sources of power supply for
the others.
– dysfunction of service boxes due to the absence of
energy. The transfer of vulnerability to hierarchically
low components (service boxes) connected to the failed
component, e.g. service box not reached by floodwater (component C in Fig. 5). The dysfunction of service
boxes leads to other dysfunctions, such as other service boxes connected in series, and external damage, for
example, damage to the clients connected to the service
boxes.
Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013
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1
2 MapFigure
5. Map of damage-dysfunctions
by return-period
a flood with
a 100-year
return-period
for and
thepower supply
Fig. 5.
of damage-dysfunctions
caused by a flood withcaused
a 100-year
for the
components
of public lighting
networks.
3
components of public lighting and power supply networks.
4
The analysis of public lighting network dysfunctions is sim5
ilar to the previous one. The contact of floodwater with network components can generate damage and/or dysfunctions.
These dysfunctions can be transferred to other components
within the network owing to their intradependence, e.g. the
transfer of dysfunctions from control/power supply boxes to
street lighting columns in Fig. 5. One difference with the
previous example is that the operation of the public lighting

Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013

network depends on the power supply network, i.e. network
interdependence. The dysfunction of a power transformer
station may cause the dysfunction of public lighting network
components. For example, the public lighting control and
power supply box (component D in Fig. 5) may suffer from
power failure due to the disruption of the power transformer
station (component B in Fig. 5). This disruption generates
secondary indirect dysfunctions to street lighting columns

28
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1
6. Map of damage-dysfunctions
by a 100-year
return-period
flood
for the components
Fig. 6.2Map Figure
of damage-dysfunctions
caused by a 100-yearcaused
return-period
flood for the
components of
gas distribution
and sewerage/drainage
networks.
3
of gas distribution and sewerage/drainage networks.
4
connected to this element. Modelling approaches based on
5
the structural links of the network can be used to enhance the
analysis of the transfer of vulnerability between components.
Figure 6 analyses the potential damage and dysfunctions
of gas distribution and sewerage/drainage networks. As an
example, we analyse the dysfunction of the pressure regulator station MPB/LP due to the submersion of its gas venting
device and monitoring device (component A in Fig. 6). The
damage-dysfunction matrix of this component (Fig. 4) illustrates its vulnerability to floods and its relationships with

www.nat-hazards-earth-syst-sci.net/13/983/2013/

other network components. The damage caused to these apparatuses causes the immediate disruption of gas distribution.
As with the previous example, this dysfunction is propagated
to other components outside the flooded area, such as to other
pressure regulator stations MPB/LP connected to it (components B and C in Fig. 6) and to customers’ service boxes also
connected to it (not represented in the map). The components
affected by this deregulated pressure may stop operating automatically and be subject to the interruption of gas distribution. However, damage to the distance monitoring device

29
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1
2 7. Figure
Mapcosts
of damage
caused
by a flood
100-year
flood on
the grouping
ofsewerage
the
Fig.
Map of 7.
damage
caused by costs
a 100-yr
return-period
on the return-period
grouping of the network
components
analysed:
and
drainage,
public
lighting,
gas
distribution
and
power
supply.
3
network components analysed: sewerage and drainage, public lighting, gas distribution and power
4

supply.

(inside the pressure regulator station) may lead to the noncommunication
of the pressure regulator station dysfunction
5
to the network managers. This type of dysfunction will reduce the possibility of the managers to act during the crisis
period, increasing the risk of propagation of dysfunctions inside and outside the network.
These maps can be used for anticipating potential network
dysfunctions, thus fostering crisis management policies. The
information contained in this case study promotes reflexion
on what kind of measure should be adopted in order to reduce
the flood risk and ensure network continuity. For example, it
reveals that in case of flooding, a damaged component (component A in Fig. 6) should be insulated by the installation of
a bypass system to ensure the service to equipment downstream. It also reveals that the dysfunction of this component
would not necessarily be known during the crisis period. The
interdependence of this component with the telephone network can also lead to the non-communication of dysfunctions, if any. This information allows the crisis manager to
anticipate and re-think crisis management policies. The identification of the location of shut-off valves, which could not
be accessed during or just after a crisis (cf. Fig. 6), also fuels crisis organisation planning, as it must be possible to gain
access to them to avoid the propagation of dysfunctions.
The results of this evaluation are shown on a general damage map (Fig. 7). This map represents the potential direct
internal damage of a 100-yr flood to the network infrastructure analysed. It consists of the sum of the potential damage (replacement/repair costs) for the different components
of the overall networks analysed. This damage is located exclusively inside the flood area and represents only part of the
total damage caused by floods on the network infrastructure.

Nat. Hazards Earth Syst. Sci., 13, 983–998, 2013

This estimation of potential monetary damage is useful
for aiding flood management projects (Messner et al., 2007;
Merz et al., 2010). It allows determining areas that concentrate potential direct damage, thereby helping in the design
of flood protection projects and policies.
4.3

Discussion

The results presented here describe the potential of the
method to apprehend the complexity of networks in case of
floods. Maps identifying the different components of a network and their damage-dysfunction potentials are powerful
tools for aiding actions to reduce vulnerability and for estimating the external consequences of hazard networks, i.e.
indirect damage. The elementary comprehension of the network should considerably aid ex ante policies for protecting
networks from risks. However, the present case study reveals
the difficulty of correlating flood parameters with the vulnerability of network components, due to the lack of technical
knowledge of how the different components of the network
react to different flood parameters. Nevertheless, the experts
emphasised that the duration of submersion, flow velocity
and the amount of sediment/debris carried by floodwater are
crucial parameters influencing damage and dysfunction. This
is in line with the findings of Kreibich et al. (2009), who
identified that transport infrastructures may be strongly influenced by flow velocity and the need for this parameter to
be taken into account by structural damage forecasting. They
also revealed the difficulty in apprehending the intra- and
interdependences of different network components. However, they highlighted the essential roles of the power-supply
and transport networks in the interdependence of networks
www.nat-hazards-earth-syst-sci.net/13/983/2013/
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during flood events. Several crisis management actions depend on access to specific premises and the availability of
power.
A disadvantage of this method is the amount of data
needed for the application of damage-dysfunction matrices.
The collection of data relating to the different network infrastructures proved to be the most difficult step during the application of our damage-dysfunction matrices. It was stated that
few data on network infrastructures are available, as highlighted by Merz et al. (2010), and when data are available
they may not be accessible due to safety or strategic reasons.
Furthermore, when data is accessible, it rarely corresponds
to the level of detail required for analyses. We also observed
that network managers and operators do not completely comprehend the systemic complexity of their networks, as inferred by the lack of data and models within their organisations. The application of graph theory for analysing complex
network organization is one of the approaches that could be
used for estimating such complexity (Gleyze, 2005; Jenelius
et al., 2006; Sohn, 2006; Winkler et al., 2010). We suggest
conducting the evaluation by taking a long-term view within
the organisations and companies responsible for managing
networks in order to conserve the intrinsic systemic nature of
the potential risks. This would lead to better understanding
of the systemic complexity of the networks involved.
This method is still marked by a considerable degree of uncertainty, notably regarding the estimation of resources necessary for repairing/restoring components. This involves values that depend on several criteria, such as the importance of
the component for the operation of the network, the possibility of temporarily bypassing the component, the existence
of the component on the local market, the specific characteristics of the component if civil engineering works are necessary, labour costs, etc. This uncertainty must be considered when using these matrices. This high-level of uncertainty could be explained by the lack of feedback on previous damage and the number of factors governing damage
to infrastructures (Dutta et al., 2003). Field surveys and the
involvement of the constructors responsible for building the
technical equipment of networks could help to reduce these
uncertainties.

their vulnerabilities. When considering networks at an elementary scale, we were able to identify the most relevant
infrastructures in terms of potential damage and dysfunctions, thus providing operators with the knowledge necessary to improve the resilience of their networks. This approach encourages analyses of interdependencies between
networks and, consequently, multi-network analyses (Petit,
2009; Dudenhoeffer et al., 2006; Røstum et al., 2008). Further research should focus on the comprehensive description of interdependences between networks at an elementary
scale. The elementary description of assets implies considerable efforts for data collection. However, it limits uncertainties concerning the functioning of a network. The elementary
asset-centred description of networks allows the easy transposition of the method developed here to other hazards.
The application of this method in the French context revealed that network managers and operators are extremely
interested in this kind of information. The large number of
experts and their significant involvement during the different interview sequences reflected this fact. Network stakeholders were curious about our method and expressed their
interest in both vulnerability to floods and in reducing infrastructure damage/dysfunctions. The application of the method
also revealed that a high level of detailed data is required to
understand networks, thus encouraging managers and operators to enhance their organization. The level of uncertainty in
the evaluation is wholly dependent on the amount of data, its
quality and the experience of local operators regarding flood
events. The improvement of knowledge on networks through
the increasing use of GIS platforms within network organisations and the attention given to the vulnerability of networks
to floods should encourage practitioners to apply systemic
methods more frequently, in order to understand the potential operation and dysfunctions of network infrastructures.

5
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prévention des inondations, Paris, 117 pp., 2007.
Dawson, R., Peppe, R., and Wang, M.: An agent-based model for
risk-based flood incident management, Nat. Hazards, 59, 167–
189, doi:10.1007/s11069-011-9745-4, 2011.
Demoraes, F.: De l’intérêt d’une étude sur la vulnérabilité des
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pp., 2005b.
Menoni, S., Pergalani, F., Boni, M. P., and Petrini, V.: Lifelines earthquake vulnerability assessment: A systemic approach,
Soil Dynam. Earthq. Eng., 22, 1199–1208, doi:10.1016/s02677261(02)00148-3, 2002.
Merz, B., Kreibich, H., Schwarze, R., and Thieken, A.: Review
article “Assessment of economic flood damage”, Nat. Hazards
Earth Syst. Sci., 10, 1697–1724, doi:10.5194/nhess-10-16972010, 2010.
Messner, F., Penning-Rowsell, E., Green, C., Meyer, V., Tunstall, S.,
and van der Veen, A.: Evaluating flood damages: Guidance and
recommendations on principles and methods, FLOODsite Consortium, Wallingford, 179 pp., 2007.
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