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Abstract. Terrestrial gamma-ray flashes (TGFs) are impul-
sive (intrinsically sub-millisecond) events associated with
lightning in powerful thunderstorms. TGFs turn out to be
very powerful natural accelerators known to accelerate parti-
cles and generate radiation up to hundreds of MeV energies.
The number ratio of TGFs over normal lightning has been
measured in tropical regions to be near 10−4. We address in
this Article the issue of the possible susceptibility of typical
aircraft electronics exposed to TGF particle, gamma ray and
neutron irradiation. We consider possible scenarios regard-
ing the intensity, the duration, and geometry of TGFs influ-
encing nearby aircraft, and study their effects on electronic
equipment. We calculate, for different assumptions, the total
dose and the dose-rate, and estimate single-event-effects. We
find that in addition to the electromagnetic component (elec-
trons/positrons, gamma rays) also secondary neutrons pro-
duced by gamma-ray photo production in the aircraft struc-
ture substantially contribute to single-event effects in criti-
cal semiconductors components. Depending on the physical
characteristics and geometry, TGFs may deliver a large flux
of neutrons within a few milliseconds in an aircraft. This flux
is calculated to be orders of magnitude larger than the natural

cosmic-ray background, and may constitute a serious hazard
to aircraft electronic equipment. We present a series of nu-
merical simulations supporting our conclusions. Our results
suggest the necessity of dedicated measurement campaigns
addressing the radiative and particle environment of aircraft
near or within thunderstorms.

1 Introduction

Commercial aircraft are designed in compliance with specifi-
cations for natural radiation levels. In particular, aircraft have
to sustain both electromagnetic discharges caused by light-
ning (e.g.Fisher et al., 1999; Rakov and Uman, 2005), and
the natural radiation levels at cruise altitudes (IEC, 2006).
However, a new class of extreme atmospheric events leads us
to reconsider a possible impact on airborne vehicles. We ad-
dress in this article the issue of the possible susceptibility of
aircraft equipment to photon and particle irradiation caused
by terrestrial gamma-ray flashes (TGFs). TGFs (currently de-
tected in the range 100 keV–100 MeV by high-energy astro-
physics satellites;Fishman et al., 1994; Smith et al., 2005;
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1128 M. Tavani et al.: Radiation and particle effects on avionics induced by terrestrial gamma-ray flashes

Marisaldi et al., 2010a,b; Briggs et al., 2010; Tavani et al.,
2011; Fishman et al., 2011) are impulsive atmospheric events
characterised by a great acceleration power. They usually
occur in powerful thunderstorms, and have been associated
mostly with intra-cloud discharges at altitudes in the range
of 10–20 km (e.g.Lu et al., 2010). The TGF geographical
distribution, for the most favorable detection conditions oc-
curring in tropical regions (Smith et al., 2010), closely fol-
lows the lightning distribution (e.g.Christian et al., 2003).
The average TGF occurrence has been locally determined in
several geographical regions, resulting in an average number
ratioR' 10−4 of TGFs vs. lightning in the equatorial region
(Fuschino et al., 2011).

TGFs impulsively accelerate particles in large numbers
(electrons and positrons whenever they are produced by pair
creation processes). The total number of accelerated elec-
trons N can reach 1017–1018 or even larger values, (e.g.
Dwyer et al., 2005). These particles efficiently radiate by
bremsstrahlung producing a remarkably hard spectrum that
currently is known up to energies near 100 MeV (Tavani et
al., 2011). It is important to note that 100 MV is the typical
maximalvoltage drop between cloud-ground and inter-cloud
locations separated by km-sized distances (Marshall et al.,
2011; Stolzenburg et al., 2007). TGFs are then observed to
accelerate particles up to the maximum voltage available in
thunderclouds. It is currently not known whether acceleration
occurs on a step-leader size (50–100 m) or larger. A variety
of hypotheses have been proposed for the TGF production
mechanisms (e.g.Gurevich et al., 1992; Roussel-Dupŕe et
al., 1996; Dwyer, 2003; Carlson et al., 2007; Gurevich et al.,
2006). Satellite observations, that are significantly affected
by Compton scattering delays in the atmosphere, indicate
a typical observed TGF durationτTGF within 200 µs (Fish-
man et al., 2011). Taking into account the expected Compton
scattering for different production atmospheric depths (typi-
cally in the range 10–20 km), and the measured time delays
of order ofδt ∼ 100 µs in the energy ranges 20–60 keV and
320 keV–20 MeV (Ostgaard et al., 2008), an upper limit on
the production site has been established ash ≤ 20 km. Cur-
rently, no direct association between a typical TGF and a spe-
cific lightning substructure has been identified. We define the
intrinsic TGF duration at the sourceas τs = τ−5 × 10−5 s,
and scale our rate estimates accordingly.

We consider in this paper the main effects induced by
particle and gamma-ray irradiation of an aircraft flying
within the TGF radiative channel. Particles and photons
are expected to interact with the aircraft structure, and
produce two types of secondaries: (1) an electromagnetic
component (gamma rays and electrons/positrons) resulting
from the e.m. interactions in the aircraft structure (parti-
cle bremsstrahlung, electron/positron pair production, elec-
tron/positron and gamma-ray attenuation, etc.); (2) a neutron
component, produced by the interaction of gamma rays with
the aircraft structure. These two high-energy components de-
posit energy in the avionics structure and enclosed volume.

In principle, these secondaries give rise to four categories of
radiation effects: (A) Total ionizing dose (TID) effects, due
to the cumulative effect of ionizing particles, which cause
charge trapping and interface state generation in dielectric
layers. TID effects eventually lead to parametric failure of in-
tegrated circuits. (B) Displacement damage (DD) effects, due
to the cumulative effects of ionizing and non-ionizing par-
ticles displacing semiconductor lattice atoms, causing para-
metric variations. (C) Dose rate (DR) effects, produced by in-
tense bursts of ionizing radiation delivered within a few tens
of microseconds, which give rise to large photocurrents. DR
effects may lead to upsets, burn-out, and latch-up. (D) Single
event effects (SEE), due to a single ionizing particle hitting a
sensitive region of a device. These various types of SEEs are
single event upsets, single event latch-up, etc.

Given the TGF timescale together with the flux and spec-
tral characteristics of the possible irradiation, the impact on
aircraft equipment is necessarily the result of thecombined
effects (A)–(D). This fact constitutes a challenge to current
studies and testing of aircraft irradiation effects. The unique
feature of the phenomenon addressed here is the quasi-
simultaneous irradiation of extended parts of the aircraft
electronic equipment. In this paper we address irradiation
issues without a global assessment of the combined simulta-
neous effects on the electronics, a study that goes beyond the
capability of current testing and available data. The effects of
TGF irradiation on human personnel in airborne vehicles has
been addressed inDwyer et al.(2010). Our work differs from
Dwyer et al.(2010) in several aspects: (1) we consider the
updated TGF gamma-ray spectrum measured up to 100 MeV
(Tavani et al., 2011); (2) we address not only the electromag-
netic component but also the relevant neutron component;
and (3) we focus on the impacts on the electronic equipment
rather than on humans.

Our study is a first step towards a complete evaluation of
the issue regarding the radiation and particle interaction on
aircraft induced by a special class of very energetic light-
ning. Our simulations are aimed at identifying the criti-
cal parameter space for the physical quantities affecting the
phenomenon (TGF intensity, duration, geometry and par-
ticle/radiation properties). A second step would be imple-
mented by aircraft measurements capable of detecting im-
pulsive particle and radiation effects near or within thunder-
storms.

2 The TGF radiation environment

A TGF produces a primary flux of electrons (and positrons)
and gamma rays inside a lightning radiation/discharge chan-
nel. An aircraft struck by a TGF-lighting is assumed to be
affected by a portion of the overall complex lightning chan-
nel. We define theTGF active channelas the cylindrical re-
gion where most of the accelerated particles irradiate the air-
craft along its axis in a front-to-back aircraft configuration.

Nat. Hazards Earth Syst. Sci., 13, 1127–1133, 2013 www.nat-hazards-earth-syst-sci.net/13/1127/2013/
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The longitudinal (L) and radial extent (R) of the TGF ac-
tive channel can be deduced from observations of lightning
(Rakov and Uman, 2005) and TGF timing properties (Ne-
miroff et al., 1997; Fishman et al., 2011). For our purposes,
we can takeL ≥ 50–100 m, andR ' 1–100 m. In this paper
we assume that the aircraft is within the TGF active region,
most likely because of aircraft-induced lightning discharge
(as discussed inFisher et al., 1999).

The total number of radiating electrons accelerated by a
TGF is normalised asNe = N17×1017, with average particle
energyEe = Eγ /εB, whereEγ is the average gamma-ray en-
ergy (here assumed to beEγ = 10 MeV from AGILE obser-
vations), andεB ' 0.1–0.5 is the bremsstrahlung efficiency
for photon production by relativistic electrons. In the follow-
ing, we use the average electron energyEe = 10 MeV,Ee,1.
The TGF accelerated particles and gamma rays are assumed
to be uniformly spread out over a circular cross sectionA =

πR2. The electron energy fluence is thenFE = NeEe/A '

1012N17Ee,1/π R2
3 MeV cm−2, where we have assumed a

cylindrical outer radiusR = 10 m, i.e.R = 103 R3 cm. Ac-
celerated particles radiate by bremsstrahlung and the photon
number fluence is thenFγ = Ne/A = 1017ε′/π 106R2

3 '

3×1010N17R−2
3 cm−2, whereε′ is the fractional probability

of bremsstrahlung photon production within the volume and
timescales of interest (we assumeε′

∼ 1). Clearly, smaller
values ofR correspond to larger radiation fluences1.

In this paper we consider the average TGF primary spec-
trum of electrons deduced by the AGILE high-energy obser-
vations (Tavani et al., 2011; Tavani, 2011). In particular, the
non-trivial high-energy spectral component between 10 MeV
and 100 MeV is included in the calculation for the first time
(previous calculations have assumed a quite small compo-
nent radiated above 10 MeV for an exponentially cutoff elec-
tron distribution with a cutoff energyEc ' 7 MeV, as ex-
pected from RREA calculations (e.g.Dwyer, 2003). The new
energetic component corresponds to about 10 % of the to-
tal energy of TGF accelerated particles. Electrons/positrons
and gamma-rays interact with the avionic structure and
are partially attenuated and reprocessed by the Al, C, and
other heavier element material. A flux of secondary parti-
cles and gamma rays is then able to propagate inside the
aircraft environment. We distinguish two main components:
(1) an electromagnetic component (electrons/positrons and
gamma rays); (2) a neutron component produced by photo-
production processes.

The electromagnetic component is made of (i) penetrat-
ing electrons/positrons, (ii) penetrating gamma rays; (iii) sec-
ondary gamma rays produced by bremsstrahlung, (iv) sec-
ondary electrons/positrons produced by gamma-ray pair pro-
duction. We performed extensive numerical simulations of
the e.m. component interaction with a typical aircraft struc-
ture using the Geant4 package (Agostinelli et al., 2003). In

1The probability of aircraft strike may be weakly dependent on
R because of aircraft-induced lightning (Rakov and Uman, 2005).

Fig. 1. An example of a possible avionics equipment irradiation
for an aircraft exposed to a flux of incoming electrons. The black
curve represents a possible power-law electron fluence spectrum for
an effective TGF strengthXTGF = N17R−2

3 = 10−4. The coloured
curves show the secondary particle fluences (electrons, positrons,
and gamma rays) produced after having penetrated an equivalent
aluminum shielding layer of 0.5 cm.

particular, we studied the energy deposited by the TGF e.m.
component in typical Si layers (of 500 µ thickness) repre-
senting the active part of a SRAM or FPGA or similar de-
vices. We considered different shielding configurations for
a radiation attenuation equivalent Al layer ofl: (1) practi-
cally unshielded equipment (l = 0) to be applicable to de-
vices positioned outside the aircraft frame with no signifi-
cant radiation protection; (2) shielded equipment with equiv-
alent aluminum layer thicknessl of different values. Fig-
ure 1 shows the result of a typical calculation of the trans-
port of primary and secondary e.m. components reaching a
Si electronic device placed inside the aircraft structure with
l = 0.5 cm. We find that the total dose accumulated in the
l0.5-shielded Si components of the electronic equipment, is
Dem ' (200 rad)N17R−2

3 . For unshielded components, the
accumulated total dose is∼ 30 % larger. This total dose, for a
target within the TGF channel, is accumulated withinτs. The
dose rateexpected by TGF-induced irradiation of avionic
electronic components is

Ḋem ' (2× 107 rad s−1)N17R−2
3 τ−1

−5 . (1)

Neutrons (n) are produced by energetic gamma rays
(γ ) in the energy range above∼ 15 MeV by the reaction
γ +

27Al →
27Al∗ →

26Al +n where 27Al∗ is an excited
metastable state of27Al. Similar reactions occur on the other
elements of the avionics structure, and in particular on car-
bon composite materials,γ +

12C →
12 C∗

→
11 C+n. A typ-

ical cross-section for these photo production reactions is
σ ' 10−2 barn. These reactions are of the greatest impor-
tance and are considered here for the first time in the context

www.nat-hazards-earth-syst-sci.net/13/1127/2013/ Nat. Hazards Earth Syst. Sci., 13, 1127–1133, 2013
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of determining the effect of TGF-irradiation in aircraft (see,
e.g. Carlson et al., 2010; Babich et al., 2008 for the TGF-
induced production of neutrons in the atmosphere).

We simulated the photo production of neutrons by the
TGF-induced irradiation of aircraft by a typical gamma-ray
primary spectrum. We approximated the penetrated layer of
material by an effective layer of aluminum of depthL =

(1 cm) L0. Incoming gamma rays of energies in the range
15–40 MeV are the most effective for interactions on alu-
minum. We can easily estimate the probability of prompt
neutron photo production,P = σ nAl L ' 6× 10−4L0. The
red curve in Fig.2 shows the prompt photo-produced neutron
(PPN) energy spectrum as resulting from our Geant4 simu-
lation for the incoming gamma-ray spectrum given by the
black curve. The PPN fluence can be obtained from Fig.2
by integrating over the relevant neutron kinetic energy range
and by integrating in time over 1 s. The resulting fluence
is Fn ' (107 cm−2) N17R−2

3 L0. The PPN flux (fluence per
unit time), within the intrinsic TGF duration timescaleτs is
then

Ḟn ' (1010 cm−2 s−1) N17R−2
3 L0τ−1

−3 , (2)

where we assumed a millisecond scale for the PPN burst.
The typical energy of the prompt neutron spectrum isEn '

7 MeV. Neutron thermalization in the aircraft structure and
interior follows.

3 Possible radiation and particle effects

For low/moderate values of TGF intensities implying rela-
tively low doses and neutron fluences, displacement dam-
age and total ionizing dose effects are not the crucial ele-
ments for electronic failures. However, they may be rele-
vant for extreme values of the TGF radiation parameters. The
electron/gamma-ray total dose can reach the critical value of
Dc = 5× 103 rad (Si) for which some very sensitive elec-
tronic components have been to shown to fail in slow ir-
radiation regimes. In these cases, the critical combination
of TGF parameters isN17R−2

3 ∼ 25. For these TGF val-
ues and conditions, critical radiation levels can be reached
also for humans (Dwyer et al., 2010). In the following,
we will focus on TGF-radiation induced dose rate, and sin-
gle event effects. Dose rate effects on electronic equipment
can be produced by thevery rapid and collective effects
caused by extremely strong irradiation of electronic com-
ponents within a timescale shorter than a few milliseconds
(US Department of Defence, 2008). Prompt pulses of X-
rays and gamma rays can cause circuit upsets, latchup and
burnout if delivered within timescales of tens of microsec-
onds. Dose rate effects on electronic devices induced by the
TGF delivery of a very fast and intense electron/gamma-ray
dose in the aircraft equipment is possible for TGF source
timescales in the range 10< τs < 100 µs. Assuming a criti-
cal level for malfunctions (e.g.US Department of Defence,

Fig. 2.An example of TGF irradiation of aircraft avionics producing
photo production of secondary neutrons within the aircraft struc-
ture. Black curve (labelled “1”): primary TGF gamma-ray spectrum
averaged over 1 second for a TGF strength parameter (see text)
XTGF = N17R−2

3 = 10−2. The primary spectrum is represented as
a combination of two power-law components of indicesα1 = 1 and
α2 = 3, and a break atE = 10 MeV, as indicated by the AGILE
observations. Red curve (labelled “2”): photo produced neutrons.
Blue dashed curve (labelled “3”): energy spectrum of the natu-
ral background of atmospheric neutrons at the altitude of 12 000 m
(40 000 feet) (IEC, 2006).

2008) Ḋc = 108 rad(Si) s−1, we obtain the condition for the
TGF dose rate malfunctions

N17R−2
3 τ−1

−5 ∼ 5. (3)

Single event effects on aircraft electronics are mostly due
to neutrons (e.g.Normand et al., 2006). In case of TGF ir-
radiation, we estimate the probability of a SEU induced by
prompt photo-produced neutrons on benchmark electronic
equipment such as SRAMs approximating the upset process
as being“slow-and-cumulative” (a complete treatment of
the simultaneous effect of a large number of prompt neu-
trons released within a few hundredths of milliseconds in-
ducing neutron bit upset is beyond the scope of this paper
and is left to additional investigations). FromIEC (2006) (see
alsoNormand et al., 2006), we obtain the single-event-upset
(SEU) cross section per bit of commercially available 4 Mbit
SRAMs (see Fig. 8 ofIEC, 2006) for neutron energies around
10 MeV

σ(SEU cross-section/bit) ' α 3× 10−13 cm2 (4)

σ(SEU cross-section/device) ' α × 10−6 cm2, (5)

where α (0 < α < 1) takes into account the measurement
scatter for different SRAM manufacturers. From Eq. (5) and
the natural neutron fluence at typical aircraft altitudes (IEC,
2006), we obtain the probability of a SEU per device in-
duced by the natural neutron background during a 10-h flight,

Nat. Hazards Earth Syst. Sci., 13, 1127–1133, 2013 www.nat-hazards-earth-syst-sci.net/13/1127/2013/
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Table 1.Susceptibility to TGFs.

TGF strength Radiation effects

αXLo > 0.1 significant neutron-induced SEEs
X ≥ 25 total dose effects in sensitive components
Xτ−1

−5 ∼ 5 dose rate effects

Pn (natural background, 10 h) ' 0.07α. On the other hand,
for TGF events from the TGF-neutron fluence estimated
above, we can evaluate the SEU probabilityPprompt per
SRAM device induced by the TGF prompt photo-produced
neutrons (PPNs)

Pprompt(TGF-PPNs) ' 10α N17R−2
3 L0. (6)

A value of Pprompt of order unity (indicative of systemic
electronic failure within the auto-correction capability of
current devices, as also indicated by the expected average
error/Mbit) can be reached for a parameter combination
α N17R−2

3 L0 ∼ 0.1 that can occur for intense TGFs and typ-
ical structure interaction. Given the geometry and intensity of
TGF irradiation, we expect susceptibility and malfunction-
ing for a large number of electronic devices simultaneously
affected by the neutron burst. Depending on internal redun-
dance and protection, the overall aircraft electronic system
can possibly be influenced in the absence of special recovery
devices/strategies. We conclude that TGF PPNs can strongly
increase the probability of electronic equipment upsets dur-
ing a TGF discharge, leading to the possibility of multiple
failures and equipment malfunctioning.

4 Conclusions

In this paper we considered the conditions under which ra-
diative and particle interaction effects can induce critical ef-
fects on current standard electronic equipment of commercial
aircraft. Depending on the TGF radiative intensity, as a func-
tion of increasing “TGF fluence strength” given by the pa-
rameter combinationX = N17R−2

3 , we can distinguish two
main effects due to the electromagnetic and neutron compo-
nent, respectively. For e.m. processes, the relevant quantity is
Xem = X, whereas for neutron-induced effects the relevant
quantity isXn = αXLo. We summarize the most relevant
events in Table 1. For intense TGFs the induced radiation
and particle effects on the aircraft electronic equipment are
expected to increase the failure rates.

We find that a critical TGF radiative fluence strength is
reached for the value

XTGF = N17R−2
3 ∼ 1. (7)

Both electron/gamma ray and neutron components copi-
ously produced inside an aircraft by TGF irradiation can in-
duce systemic failures of the electronic system. Intense TGFs

Fig. 3. Parameter space for the possible influence of TGFs
on aircraft equipment for electromagnetic irradiation (electrons,
positrons, gamma-rays): the total TGF particle numberN17 vs. the
inverse of the squared radius of the TGF active channelR−2

3 , where

N17 is the particle number in units of 1017, andR3 is the channel
radius in units of 103 cm. The area marked within the dotted green
lines represents the inferred combination of TGF parameters as de-
scribed in the text.

Fig. 4. Parameter space for the possible influence of TGFs on air-
craft equipment for neutron (PPN) irradiation: the total TGF particle
numberN17 vs. the inverse of the squared radius of the TGF active
channelR−2

3 , whereN17 is the particle number in units of 1017,

andR3 is the channel radius in units of 103 cm. Symbol and colour
definitions as in Fig. 3.

are expected to satisfy Eq. (7) under quite general condi-
tions. Figures3 and4 graphically show the relevant param-
eter space where we assumed a TGF active channel radius

www.nat-hazards-earth-syst-sci.net/13/1127/2013/ Nat. Hazards Earth Syst. Sci., 13, 1127–1133, 2013
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between∼ 3 and 100 m. Typical TGFs detected from space
haveN17 in the range∼ 2–10 (e.g.Dwyer et al., 2005; Ost-
gaard et al., 2008). For extreme TGFsN17 can reach a value
near 100. In Figs.3 and 4, the areas marked in red show
the critical regions for TGF active channel radii of 10 m, or
larger. The blue areas show the possible critical regions for
TGF active channel radii between∼ 3 and 10 m (correspond-
ing toR−2

3 between∼ 10 and 1).
TGF effects on aircraft electronic equipment at cruise al-

titudes (IEC, 2006) require a careful study that goes beyond
the analysis based on standard particle and radiation condi-
tions. We find that neutrons may play a crucial role (it is also
interesting to note that neutrons are detected on the ground
by several groups in association with thunderstorms;Shah
et al., 1985; Shyam et al., 1999; Chilingarian et al., 2010;
Gurevich et al., 2012). Our study identified the critical pa-
rameter space for the physical quantities affecting the possi-
ble TGF/aircraft interaction (TGF intensity, duration, geom-
etry and particle/radiation properties). A proper assessment
of the likelihood of an aircraft being affected by a TGF ra-
diation channel should be evaluated based on meteorological
and aircraft data.

We consider these calculations a first step towards a com-
plete evaluation of the issue. At the moment, there is no sys-
tematic and satisfactory study of impulsive radiative and par-
ticle phenomena caused by lightning. Furthermore, the TGF
properties (very intense photon/particle fluxes, and large neu-
tron pulses expected close or within the discharge channel)
require an analysis of aircraft electronic susceptibility that
goes beyond the standard one. In order to address these is-
sues, a second step would be implemented by aircraft mea-
surements capable of detecting impulsive particle and radia-
tive effects near or within thunderstorms (e.g. Smith et al.,
2011). Existing data of radiation monitors operating in air-
craft can also be valuable in studying impulsive events. We
strongly advocate measurement campaigns along the lines
suggested in this paper.
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